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CHAPTER ONE 

INTRODUCTION 
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1.1 Overview 
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Figure 1.1:

Arab Countries 
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1.2 The Idea of Web spam
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1.3 Types of Web spam 

1.

2.
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1.4 The Arabic Web spam
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1.5 Problem Statement 

1.6 Research Objective 
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1.7 Thesis Structure 
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CHAPTER TWO 

RELATED WORK 

2.1 Non Arabic content-based Web spam detection 
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2.2 Non Arabic link-based Web spam detection 
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2.3 Non Arabic content/link and cloaking Web spam detection 
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2.4 Arabic content/link based Web spam detection 
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CHAPTER THREE 

WEIGHTING METHOD AND RANKING ALGORITHMS  

3.1 The Term Frequency-Inverse Document Frequency (TF-IDF) 
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3.2 Hyperlink-Induced Topic Search (HITS) Algorithm 
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3.3 PageRank Algorithm
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Figure 3.1:
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Figure 3.2:
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CHAPTER FOUR 

RESEARCH METHODOLOGY 
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Figure 4.1: Methodology procedures
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4.1 Develop an embedded Web crawler  

4.2 Build an Arabic Web spam dataset  
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Table 4.1. New Arabic spam dataset groups taxonomy 
Close percentages 

values groups 
Best percentage values 

of spam group 
Number of spam 

Web pages 
Number of non 

spam Web Pages 
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Figure 4.2:
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Figure 4.3: 

4.3 Develop Web page analyzer 
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4.3.1 Content-based features
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Figure 4.4:
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Figure 4.5:
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Algorithm Enhanced Arabic content-based Web spam analyzer. 

Input: List of URLs stored on a text file (ContentbasedURL.txt). 

Output: Table of the number of Web page features, stored in the database of the Arabic 
Web spam detection system.
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Figure 4.6:

4.3.2 Link-based features 
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Figure 4.7:
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Algorithm Arabic link-based Web spam analyzer. 

Input: List of URLs stored on a text file (linkbasedURL.txt). 

Output: Table of the number of Web page features, stored in the database of the Arabic 
Web spam detection system, with the appropriate label.

Figure 4.8:©
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Figure 4.9:

4.3.3 Cloaking features  
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Algorithm Cloaking Web spam analyzer. 

Input: List of URLs stored on a text file (CloakingWebspam.txt). 

Output: Table of the number of Web page (content-based and link-based) features, stored 
in the database of the Arabic Web spam detection system, and the decision as a 
(spam/ non-spam).

Figure 4.10:
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Figure 4.11:
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Figure 4.12:

4.3.4 Content/link features 

4.4  Apply classification algorithms 

4.4.1 Logistic Regression algorithm 
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4.4.2 K-Nearest Neighbour (K-NN) algorithm 

4.4.3  Decision Tree algorithm 
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CHAPTER FIVE 

IMPLEMENTATIONS & EXPERIMENTAL RESULTS 

5.1 Arabic content/link Web spam features extraction

5.1.1 Content-based features extraction  
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©
 A

ra
bi

c 
D

ig
ita

l L
ib

ra
ry

 -
 Y

ar
m

ou
k 

U
ni

ve
rs

ity
   

   



www.manaraa.com

8.8

9

9.2

9.4

9.6

9.8

10

10.2

10.4

10.6

10.8

Type

Average Lengths of
Arabic Words

Spam

Non Spam

Figure 5.3:

5.1.2 Link-based features extraction  
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5.1.3 Cloaking features extraction
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5.2 Apply the classifiers 
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5.2.1 Content-based classification results 

Table 5.1. Content-based Logistic Regression Results 

Spam percentage group Accuracy Error 
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Table 5.2. Content-based K-NN (IBK) results (K=1)

Spam percentage group Accuracy Error 

Table5.3. Content-based Decision Tree Results 

Spam percentage group Accuracy Error 
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Table 5.4. Comparison of the accuracy values for content-based with six previous Arabic content-
based studies 

Classifier within group of spam 
percentages 

True 
Positive 

Rate 

False 
Positive 

Rate 

Precision Recall F-measure ROC
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5.2.2 Link-based classification results 

Table 5.5. Link based Logistic Regression results 

Spam percentage group Accuracy Error 
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Table 5.6. Link-based K-NN (IBK) results (K=1) 

Spam percentage group Accuracy Error 

Table 5.7. Link-based Decision Tree results 

Spam percentage group Accuracy Error 
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Table 5.8. Comparison of the accuracy values with previous Arabic link-based study 

Dataset True 
Positive 

Rate 

False 
Positive 

Rate 

Precision Recall F-measure ROC

5.2.3 Cloaking classification results 
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Table 5.9. Cloaking Logistic Regression results 

Spam percentage group Accuracy Error 

Table 5.10. Cloaking K-NN (IBK) results (K=1)

Spam percentage group Accuracy Error 
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Table 5.11. CloakingDecision Tree results 

Spam percentage group Accuracy Error 

5.2.4 Content/link classification results 
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Table 5.12. Content/link Logistic Regression results 

Spam percentage group Accuracy Error 

Table 5.13. Content/link K-NN (IBK) results (K=1) 

Spam percentage group Accuracy Error 
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Table 5.14. Content/link Decision Tree results 

Spam percentage group Accuracy Error 

Table 5.15. Comparison of the accuracy values for content/link 

Dataset True 
Positive 

Rate 

False 
Positive 

Rate 

Precision Recall F-measure ROC
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5.3 Rules extraction 

5.3.1 The programming language 
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Figure 5.6:

5.3.2 Arabic content Web spam detection system 
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Figure 5.7:
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Figure 5.8:©
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Figure 5.9:
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Figure 5.10:

Algorithm Arabic Content-based Web spam Detection System

Input: List of URLs in (ContentbasedURl.txt), or list of URLs the database stored in the 
system.

Output: Table of the URLs with the decision as a (spam/ Non spam).

Figure 5.11
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5.3.3 Arabic link Web spam detection system 
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Figure 5.12:

Algorithm Arabic Link-based Web spam detection system. 

Input: List of URLs in (LinkbasedURl.txt), or list of URLs the database stored in the system.

Output: Table of the URLs with the decision as a (spam/ Non spam).

Figure 5.13

5.3.4 Arabic content/link Web spam detection system 
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Algorithm Arabic content/link-based Web spam detection system. 

Input: List of URLs in (ContentLinkbasedURl.txt), or list of URLs the database stored in the 
system.

Output: Table of the URLs with the decision as a (spam/ Non spam).

Figure 5.14

5.3.5 Arabic cloaking Web spam detection system 

.
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Figure 5.15:
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CHAPTER SIX 

EVALUATION RESULTS 

Figure 6.1:
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6.1 Evaluating Arabic content-based Web spam detection system 

Figure 6.2: 
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Figure 6.3:

Table 6.1. Evaluation results of Arabic content-based Web spam detection system 

Test
Dataset 

Accuracy Error 
True 

Positive 
Rate 

False 
Positive 

Rate 
Precision Recall F-Measure ROC
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6.2 Evaluating Arabic link Web spam dtection system 

Figure 6.4:

Table 6.2. Evaluation results of Arabic link-based Web spam detection system 

Test
Dataset 

Accuracy Error 
True 

Positive 
Rate 

False 
Positive 

Rate 
Precision Recall F-Measure ROC
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6.3 Evaluating Arabic cloaking Web spam detection system 

Figure 6.5:

Table 6.3. Evaluation results of Arabic cloaking Web spam detectin system 

Test
Dataset 

Accuracy Error 
True 

Positive 
Rate 

False 
Positive 

Rate 
Precision Recall F-Measure ROC
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6.4 Evaluating Arabic content/link Web spam detection system 

Table 6.4. Evaluation Arabic content/link Web spam results 

Test
Dataset 

Accuracy Error 
True 

Positive 
Rate 

False 
Positive 

Rate 
Precision Recall F-Measure ROC

6.5 Comparision between all types of Arabic content/link Web spam detection system 

Table 6.5. Comparison between the accuracy values for all spam types 

Test Dataset True 
Positive 

Rate 

False 
Positive 

Rate 

Precision Recall F-measure ROC
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Table 6.6. Performance measurements for all Arabic Web spam types 

Types of Arabic 
Web spam 

KS MAE RMSE RAE RRSE 
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CHAPTER SEVEN

CONCLUSIONS AND FUTURE WORK 

7.1 Conclusions 
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7.2 Future work 
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