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ABSTRACT

Web is dynamic, each day the number of Web pages added to the Internet is increasing, and this
relatively affects the total volume of the Internet. Web Search engines represent a major outlet
to access the Internet world, information, or documents. The main goal of these search engines
is to display the largest percentage of URLs of relevant Web pages inside Search Engine Results
Page (SERP). Two main characteristics that distinguish good search engines are the speed and
effectiveness, in addition to comprehensiveness which represents the coverage of new added
materials to the Internet. Many Web sites owners act as spammers and try to mislead the search
engines by using illegal Search Engine Optimizations (SEO) tips to increase the rank of their
Web pages. This causes gaining more visitors for marketing and commercial goals. This study
is dedicated to build the first Arabic Web spam detection system, which is capable to extract the
set of content and link features of Web pages, in order to build an Arabic Web spam dataset.
The constructed dataset contains three groups with three percentages of spam contents: 2%,
30%, and 40%. These three groups were collected through the embedded crawler in the
developed system. The developed system used the rules of Decision Tree; as the candidate
classifier to detect Arabic Web spam. The developed system produced the solutions of Arabic
Web spam detection to improve Internet Arabic content value to the users. This system helped
to clean the SERP from all URLSs referring to Arabic spam Web pages. It produced an accuracy
of 90.1099% for Arabic content-based, 93.1034% for Arabic link-based, 94.1606% for Arabic
cloaking, and 89.011% in detecting both Arabic content and link Web spam, based on the

collected dataset and conducted analysis.

Key Words: Arabic Web spam, content-based detection, link-based detection, content/link

Arabic Web spam, cloaking Web spam.
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CHAPTER ONE

INTRODUCTION

Arabic language is the widely spoken Semitic language. The Arabic language is
considered as a mother tongue of more than 350 million people who distributed mainly
over twenty five Arabic countries. Arab countries occupies Middle East and North
Africa (MENA) region, besides the Horn of Africa (Wikipedia.2012). Arabic language
is widely used throughout the Muslim world; since the Arabic language is the language
of the holy Quran (words of Allah) and prophet Mohammed Sayings. The Arabic
alphabets consist of twenty eight letters written in a cursive way from right to left like
Ambharic the official language of Ethiopia and the second widely spoken Semitic
languages, followed by Hebrew, followed by Tigrinya which is mainly spoken in
Eritrea and Ethiopia, and Aramaic which mainly used by small portion of the population
of the Middle East. Arabic alphabets are adopted by other languages such as Urdu,
Persian, Pashto, etc. Arabic language uses special configurations with Arabic diacritical
marks (Tashkil or Harakat) considered as vowels which may change the meaning of
Arabic words. It is ranked as the fifth most spoken language world-wide, and it is one of
the official languages used by the United Nations (UN) (Ryding.2005; Beseiso, et al,
2010).

The Internet has become the largest ever information reservoir humanity ever
known. This huge reservoir of information consists of a large number of heterogeneous
networks of computers, which store a large number of various Web materials, such as
audio, video, text and other interactive media features. Internet contains information in
different natural languages, and characterized by the wide range of topics being
presented to Internet users such as: news, sports, politics, economics, entertainments,
and education.

Internet is used around the world for different purposes such as: communications,
email services, instant messaging, and entertainment through the use of social networks:
Facebook, Google plus, and Twitter. The Internet is used by vast amount of users to
check the latest news and weather conditions within their own countries. Some use it as

an educational platform. Users usually use search engines and directories as a portal to

www.manaraa.com
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this amazing world of information (Alrawabdeh.2009). This chapter aims to present
preliminary explanations about Web spam problems. The sections of this chapter
present the following:

e The first section presents an overview of the spam types. Showing
Arabic usage percentages statistics on the Internet, besides showing

preliminary reviews of some Web master tools to improve the results.

e The second section presents the idea of Web spam. Which presents many

illegal techniques to increase the rank of the Web pages.

e The third section is dedicated to show the types of Web spam (content,

link, and cloaking).

e The fourth section presents the idea of Arabic Web spam, and the

difference between Arabic and general Web spam.

e The fifth section presents problem statement of this thesis.

e The sixth section presents the research objective of this thesis.

e The seventh section presents the thesis structure.

1.1 Overview

Many challenges and obstacles are emerging in the every day expanding Internet
environment, whether for the Internet users or the Web sites owners. The Internet users
need to retrieve the high quality relevant information which is relevant to their queries
within a short period of time.

While the Web site owners aim in most cases to increase the rank of their Web
pages within Search Engine Results Page (SERP) to attract more customers to their
Web sites, and consequently gaining more visits, which in turn means more revenues
(Alrawabdeh.2009).

Throughout the last decade, many illegal techniques have widely used. Three main

spam techniques are presented as follows:

www.manaraa.com
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e E-mail spam.

E-mails: E- mails are considered as one of the most important forms of
communications through the Internet; they are characterized by a set of
properties such as simplicity, and free availability to all users through the
Internet. These properties make it prone to illegal use in the form of spam.
Spam, or junk e-mails are un-wanted e-mails, sent to users without their
knowledge. Such e-mails form one of the main problems in the Internet.
Statistics estimate that the total number of e-mails sent daily is 14.5 billion,
where 45% of these are spam e-mails (spamlaws.2012). These mainly are
categorized into:

1. Advertising-related e-mails, with a percentage of 36% of all spam

(spamlaws.2012).

2. Adult-related e-mails, making up around 31.7% of all spam

(spamlaws.2012).

3. Financial-related e-mails, those comprise 26.5% of all spam

(spamlaws.2012).

These spam e-mails have a negative impact on Internet users, and lead to a
decrease in the public confidence, and a decrease in productivity and safety
(spamlaws.2012).

Spam blockers are techniques that have been used successfully to block a lot
of spam e-mails. Microsoft Network Company (MSN) blocks around 2.4
billion spam e-mails every day (Mohammad & Zitar, 2011; spamlaws.2012).
Spammers developed techniques that avoid blockers, such as Image spam,

which consists mainly of an image that is composed of characters and

www.manaraa.com
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symbols within the textual message, in order to avoid e-mail spam filters

(Biggio, et al, 2011).

e Mobile phone spams

Users also suffer from Mobile phone spams, which refer to the unwanted
Short Message Service (SMS). When users receive spam SMS’s without
their request. In general these SMS’s contain commercial advertisements.
The messages deceive the recipients. Unlike the e-mail spam, the spam SMS
is not widely used, it is shorter than e-mail spam and has less structure

(Yoon, et al, 2010).

e Web spam

Another illegal technique is Web spam or spamdexing, which aims to
increase the rank of Web pages and Web documents by deceiving Web
crawlers. The description of Web crawler is usually based on the
manipulation of content and link features of the spammed Web documents

(Dou, et al, 2010; Baeza-Yates & Ribeiro-Neto, 2010).

The Arab World constitute about 5% of the world population, only 3.3% of the
total number of Internet users are Arab users and the Arabic content on the Internet is
less than 1% of all available online content (Internet World Stats.2012a;
Tarabaouni.2011). Expressed by Internet Penetration Rate (IPR), the usage of Internet in

some of the Arab world countries is depicted in Figure 1.1 (Internet World Stats.2012b).
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Yet, despite these statistics, the usage of Internet throughout the Arab world is
witnessing a rapid increase every day, particularly in the fields of social networks, and

e- commerce (Tarabaouni.2011).
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Figure 1.1: Internet Penetration Rate (IPR) in some Arab countries (Internet World

Stats.2012b)

The statistics show that the United Arab Emirates, Bahrain, and Qatar are at the
top of penetration rates list, while Iraq and Somalia are at the bottom of this list which
are merged together under the label of Others in Figure 1.1. These differences in IPR
can be explained by the regulatory, political environments, and the absence of mutual
strategies to encourage the use of the Internet between the Arab countries

(Tarabaouni.2011; Internet World Stats.2012).

Most Arabic Web pages are characterized by having unstructured format,
lacking quality of the Arabic content and containing poor information, where the poor
contribution appears within blogs and forums, which constitutes around 35% of total
Arabic Web content (Tarabaouni.2011). The rest of Arabic content is distributed

through e-commerce, newspapers, educational Web sites, and e-government Websites.
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The free encyclopedia (Wikipedia) allows Internet users to publish and edit different
articles in more than 200 natural languages (Almeida, et al, 2007), the contribution of
Arabs is reflected by the percentage of the Web Arabic content which does not exceed

1% in best cases (Tarabaouni.2011).

Different search engines use different ranking algorithms which adopt many
factors and metrics to manage the ranking process for different Web pages (Selvan, et
al, 2012). These factors and metrics present both content and links features. Ranking
algorithms represent a secret for different search engines; therefore these companies do
not provide details about how they exactly rank the Web pages and consider these
algorithms as their secrets that should not be known by other competitive search engine
companies and Web spammers (Bendersk, et al, 2011). Web crawlers or robots
constitute another part of a search engine; they are responsible for visiting different

Web documents to be indexed (Batzios, ef al, 2008).

Indexing is another essential part in search engines architecture which aims to
help the search engine comprehensiveness and represents another secret for a search
engine (Hochman.2012). Only the indexed Web pages are shown in the list of results, so
the owners of Web sites try to improve their Web pages features to be rapidly indexed,
which means increasing the chance for visibility in the top list results which known as

search engine results pages (SERPs) (Hochman.2012; Dou, et al, 2010).

The owners of Web sites and the Webmasters of commercial Websites use
Search Engine Optimization (SEO), Search Engine Marketing (SEM), to be more
visible in SERPs, and the Banner advertisements, to attract user traffic, which increase

company revenues (Dou, et al, 2010; Boone, et al, 2009).
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SEO is based on the number of ethical methods and techniques aiming to
reformat the content and material posted to the Internet. It helps the Web pages to meet
the search engine requirements and gets a good rank to be considered as relevant Web
pages in SERPs. SEO is applied to the content in the most essential HTML tags such as:
<title>, Anchor text, URL, Headers tags (<h1>...<h6>), <strong>, and <Meta>tags. The
improvement of the content of these tags will help the Web page to rank higher within
SERPs (Boone, et al, 2009; Zhang, et al, 2005). SEM techniques also called pay per
click (PPC) marketing are interested in optimizing the commercial Web pages. It helps
the business growth, as it suggests the most popular marketing Keywords to appear
inside the most important weighting tags in the Web pages. SEM is distinguished from
SEO by its adopted technique which includes both pay per click (Adwords) and SEO

(Dou, et al, 2010; Boone, et al, 2009; Zhang, et al, 2005).

Banner advertisements are constructed from the attractive elements like
graphics, animations, flashes, sounds, and videos. Banners are usually linked to the
company Web site advertisements. They seem more advantageous than SEO and SEM,
because it is based on the idea of eye catching graphics which attract more users to click

on the banners, and visit the Web pages advertisements (Boone, ef al, 2009).

Some of Web site owners act as spammers or try to hire Web spammers, using
the illegal SEO, SEM, and Banner advertisements methods and techniques in a
complete or partial way to increase the rank of their Web pages. These methods define
the term “Web spam” which fill the Internet with Web pages that deceive the search
engines and take higher ranks than what they really deserve (Gyongyi & Garcia-Molin,

2005).
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1.2 The I dea of Web spam
The concept “Web spam” refers to any illegal process aims to increase the rank
of poor-quality Web pages and Web documents. This returns unrelated results to user’s

query (Gyongyi & Garcia-Molin, 2005).

Web spam uses many methods that manipulate the link and content features of

the Web pages, such methods use:

e Invisible text: Web authors used the same color for the text and the
background to hide the text manipulation of background colors in Web
pages (Becchetti, et al, 2008; Ntoulas, et al, 2006; Gyongyi & Garcia-

Molin, 2005).

e Keyword stuffing: This method is based on duplicating some Keywords
or phrases, or inserting large number of unrelated words in the weighting

tags of Web pages (Becchetti, et al, 2008; Ntoulas, et al, 2006)

e Tiny text: This method is based on inserting the keywords and phrases in
a very small font and spread all over the Web pages, these tiny texts are

not seen by the Internet users (Becchetti, ez al, 2008).

e Internal links and External links: Illegal exchanges of the links cause a
manipulation in the Web pages ranks such as: Article spinning, Scraper

sites, and Doorway pages (Ermakova.2011; Becchetti, et al, 2008).

The goal of these techniques is to make the spam Web pages as normal Web

pages, and to attract more Internet users to visit spam Web pages (Wang, ef al, 2007a).
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1.3 Types of Web spam
There are three main types of Web spam: content Web spam, link Web spam,
and cloaking Web spam. Web spammers use these three types together in a single Web

page or they can use any type they like (Gyongyi & Garcia-Molin, 2005).

e Content Web spam refers to any manipulation process that aims at
changing the content of Web pages, by using some spamming
techniques, such as: Keyword stuffing inside any of the following tags:
the <body>, <title>, Headers <h1>...<h6>, <strong>, and <Meta> tags,

beside using tiny and invisible text (Ntoulas, et al, 2006).

e Link spam is based on the manipulation of the link structure of Web
pages, such as: inserting irrelevant links to point to other Web pages in

illegal techniques.

There are two main techniques used by link-based Web spam:

1. Link hijacking is the most popular technique used for link-spam,
which is based on using many links to point a target spam Web page

called controlled page to arise its rank (Caverlee & Liu, 2007).

2. The Honeypots is an indirect spam way, either entrapping a reputable
Web page by inserting spam links, or using many links pointing to
each other as controlled pages (Caverlee & Liu, 2007; Gyongyi &

Garcia-Molin, 2005).

e C(Cloaking Web spam is based on the simple idea of producing two
different versions for each spammed Web page; the difference comprises

the content and quality. One of the two versions is meant to be with high
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and valuable information quality, and is sent to the Web crawler to
achieve a high rank. While the second version is meant to be a spam
Web page, and is sent to the user browser (Lin.2009). Sometimes
cloaking Web spam is viewed as a hybrid type of the two previous types
(content and link spam), due to the similarity in the features with the
content Web spam from one side, and the similarity with redirection

which used in cloaking with the linked Web spam from the other side.

1.4 The Arabic Web spam

The Arabic Web spam is considered as a part of the general Web spam. Some
common features such as: Number of words in the Web pages, number of words in the
title, number of popular words in Web pages, number of internal, external and
redirected links are traced in both the Arabic and the general Web spam (Wahsheh, et
al, 2012a). Yet, the spammers in Arabic Web pages deal with some special

considerations that are related in particular to the Arabic language model.

There are few datasets collections related to Arabic Web spam, hence the
research in this field is still at an early stage. This is considered the main problem
affecting the work of this thesis in that there is a lack in the references of Arabic Web
spam Web pages. So we collected a large Arabic Web spam dataset, improve the Arabic
Web spam features mentioned in the previous studies, (Wahsheh & Al-Kabi, 2011; Al-
Kabi, et al, 2011; Jaramh, et al, 2011; Wahsheh, et al, 2012a; Wahsheh, ef al, 2012b;
Wahsheh, et al, 2012c; Al-Kabi, et al, 2012; Wahsheh, et al, 2012d), and built a

content/link Arabic Web spam detection system.

10
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1.5 Problem Statement

The top rank of the Web pages within SERPs, is very important to the e-
commerce and commercial Web pages. The owners of Web sites can attract more
visitors to their Web pages, and gain more revenue, through PPC when their pages

appear in the top results of SERPs.

Some of the owners of Arabic Web sites use the spam techniques and methods,
which violate SEO, SEM, and Banners advertisements in order to rate their Web pages
higher than they deserve. Usually spammed Web pages are characterized by their low
information quality, and the crowdedness of advertising content and links, which
deceive the search engine and thus lead to irrelevant information that does not match

users’ queries.

The challenge of this research field is to find an optimal effective solution for

Arabic Web spam problems.

1.6 Research Objective
This thesis aims to solve the Arabic Web spam detection problem. The key is to
understand the methods and techniques which are used by spammers in Arabic

spammed Web pages.

In this thesis we collected a large Arabic content/link based spam dataset than
those collected in the previous Arabic Web spam studies. We adopted advanced
content/link based features, such as: number of words in the Web page, number of
words in the title, number of unique words in Web page, average words length, and
number of internal, external and redirected links. The extracted features will be fed into
classification algorithms, such as: Decision Tree, Logistic, and K-Nearest Neighbor (K-

NN). The results of the classification algorithms are compared, and the best algorithm is

11

www.manaraa.com



identified. Forwards, the rules of the best algorithm are implemented to build Arabic

Web spam detection system.

Reducing the level of spam can help in saving time, effort and getting fast and
relevant results that provide strong support to Arab Internet users, and allowing them to

achieve the relevant results for their particular queries.

1.7 Thesis Structure

The following chapters of this thesis are organized as: Chapter two presents
related studies to Web spam detection, chapter three presents the main weighting
method and ranking algorithms for the Web pages, chapter four shows the research
methodology, chapter five presents implementation and experimental results, chapter
six describes the evaluation of our proposed system. Last but not least Chapter seven

presents the conclusions and future work.
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CHAPTER TWO

RELATED WORK

Many studies were conducted to explore different techniques to detect Web
spam in general, and especially dedicated to Arabic content-based and link-based Web
spam detection. This chapter presents these techniques and categorizes them into four
sections. The first section presents non Arabic content-based spam studies, the second
section presents non Arabic link-based spam studies, the third section dedicated to the
non Arabic content/link and cloaking spam studies, and the fourth section presents the

earlier Arabic content-based Web spam researches.
2.1 Non Arabic content-based Web spam detection

Ntoulas et al. (2006) use a various content-based features extracted from a real
dataset of spam Web pages. They also used a number of heuristic methods for detecting
content-based spam, and achieving high accuracy of detection using C4.5 classifier,

which correctly identifies 86.2% of spam Web page within the dataset.

In their study Narisawa et al. (2007) propose unsupervised method to detect
spam documents from a given collection of documents, by using the string equivalence
relations. The unsupervised method presented as scalable and language independent on

many Web documents in Japanese language.

Wang and Zeng (2007) produce a novel content-based trust model for Web

spam detection, according to two real datasets one is in English and the other one in
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Chinese languages. The results showed an enhancement on Web spam detection using

SVM which yielded an accuracy of 90.13%.

Jone et al. (2007) explore measuring framework for poor quality search results
caused by the Web spam problem. About 80 million Web pages from UK2007
WEBSPAM were indexed by one machine. The evaluation method presented a sensitive

difference between baseline and filtered rankings.

In their study Benczur et al. (2007) propose a set of content-based features in
which the occurrence of keywords play the main role in identifying the Web pages as
spam or high value advertisement Web page. The experiment tests applied on the public

known WEBSPAM-UK2006 dataset, and the results improved more than 3%.

A new method proposed by Goodstein and Vassilevska (2007) to detect the Web
spam problem through two players game to identify the spam Web pages within search
results. The novel game asks player to classify the Web pages as relevant, irrelevant, or
passing to specific queries. This method was considered effective as truthfully voting

Web spam algorithm.

Piskorsket et al. (2008) study the linguistic features, where more than 200
linguistic content-based attributes depending on two public available spam datasets (i.e.
Webspam-Uk2006 and Webspam-Uk2007) where extracted to evaluate the proposed

attributes.

Hayati and Potdar (2009) present the spam framework which focuses on the
analysis of the current spam methods in Web 2.0 through two strategies: detection and
prevention. The detection strategy was applied using content-based of the Blogs,
comments, forums, opinions, online communities, Wikis and HTML tags. While the

prevention strategy was based on the methods that prevent the spammers from
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distributing the spam content on the Web server. The anti-spam framework showed that
the detection methods consume the server-side resources, while the prevention strategy
exploit and put the cost on the user side. So there is a need to improve robust prevention

methods and do not increase user and server interaction complexity.

Pavlo and Dobro (2011) propose a new approach which based on the content
analysis, that extract a new content-based diversity features depending on the frequency
rank for the keywords and topics. The new features include both the linguistic features
and statistical features. The well known WEBSPAM-UK2007 dataset was used as a
training dataset. The conducted experimental results present the superiority of the
diversity features to gain the high values for F-Measure in the range of 70-90 % in

detecting content-based Web spam.

2.2 Non Arabic link-based Web spam detection

Gyongyi et al. (2004) propose a link-based algorithm called TrustRank which
mainly based on forward links of the Web pages. It is assumed that the high reputable
Web pages usually points to the good Web pages, and the unauthorized Web pages
points to the spam Web pages. Gyongyi et al. (2004) collected manually a small number
of reputable Web pages, and then used the link structure of the Web to find the other
Web pages which likely considered as good Web pages. The results showed the
effectiveness of the proposed TrustRank, which can detect the spam Web pages from a

significant fraction of the web, based on a small number of good Web pages.

Many statistical analyses for large Web pages dataset was performed by
Becchetti et al. (2006a) in order to detect Web spam using many link-based features
such as: degree of correlations, number of neighbors, rank propagation through links,

and TrustRank. They utilized link-based features to build many automatic Web spam
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classifiers, and computing the score for each classifier, as well as computing the
classifiers integration performance. The results of the proposed approach able to detect

the link-based Web spam with an accuracy of 80.4%.

Chung et al. (2009) study special technique of link-based Web spam called
hijacked links spam; which is based on bringing the rank scores from normal Web
pages to the target Web spam pages. Chung et al. (2009) propose an algorithm for link
hijacking detection, which is based on analyzing the features of the link structure which
is neighbor to the hijacked Web sites. The results showed improvement in the accuracy
of detecting the hijacked Web sites, where around 25% is over the other previous

approaches.

Shen et al. (2006) study the link-based Web spam through using the link-based
temporal information. Temporal features are divided into two groups; the first called
Internal link Growth Rate (IGR), and the second called Internal link Death Rate (IDR).
The first group (IGR) showed the ratio of the increased number of internal links in Web
pages. While the second group presented the Internal link Death Rate (IDR), which
define the ratio of the number of broken internal links to the number original internal
links in the Web pages. The two groups can detect the spam behavior which try to add
internal links to the pages to promote it by increasing the (IGR), and when the
frequency of links changes in a spam Web page, which lead to increase the (IDR). The
experimental tests used the SVM classifier to evaluate the proposed approach and

achieved relatively higher percentage accuracy (40-60%).

The study of Becchetti et al. (2006b) focus on detecting link-based Web spam,
and ignored the content-based Web spam features. They calculate the scores of the set

of link-based features for each Web page, and applying the rank propagation and
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probabilistic over the Web graph structure. They built the classifier which tested on the
large Web link spam dataset. The tests used the ten-fold cross-validation, and the best

classifier detect 80% of spam Web sites with only 2% as a false positives rate.

Many link-based Web spam has developed such as: Zhou et al. (2007) who
develop a discrete analysis approach on the directed Web graphs for the analogue of
classical regularization, which derived the powerful classification algorithms. The
proposed approach applied on the real-world link spam detection and encouraging

results have been obtained.

The study of Liang et al. (2007) presents another algorithm dedicated to the link
spam detection, called R-spamRank. This algorithm produces an automated selection of
spam Web pages especially those appears in the link farms. The authors manually
collected a small spam dataset which considered as seeds for the evaluation process.
They assigned spam values to the Web pages, and selected semi-automatically the most
likelihood spam Web pages. The conducted test was based on a large dataset containing
5,000,000 Web pages, but only the top of 10,000 Web pages with the highest R-
spamRank values were used. The results yielded an accuracy 0f91.1% in detecting Web

spam.

Caverlee and Liu (2007) analyze the page quality, and extract the link credibility
through three distinct features. Semi-automatically technique is used to: Evaluate
different pages link credibility, allow the personal user to assess the link credibility, and
propose CredibleRank. The proposed CredibleRank algorithm is based on credibility

metrics and quality of page scores superior to PageRank and TrustRank algorithms.

Geng et al. (2009) propose two link-based semi-supervised learning algorithms,

to detect Web spam. The proposed algorithms merged the traditional Self-training with
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the topological dependency based link learning. The results showed an increase in the
performance of Web spam classifier, which allows feasible scheme for small Web spam

samples detection.

Chung et al. (2010) use an online learning algorithm to monitor the host which
can generate the link-based Web spam. Those researchers investigate on the Web spam
seeds and extracted the set of link-based features which affect the PageRank score. The
experiment tests used the archives of Japanese Web pages, and yields the precision

between 56% and 73% and yields F-measure between 0.54 and 0.68.

The study of Niu et al. (2010) shows a new pattern using genetic programming
(GP) which provides singularity functions to solve the link-based Web spam problem.
The proposed pattern depends on analyzing the representation of link-based features of
Web Pages through the public available dataset; WEBSPAM-UK2006, and the
influence of the binary tree depth. The conducted tests showed that the following
metrics (Recall, F-measure, and Accuracy) of new pattern are exceeded their

counterparts of SVM by 26%, 11%, and 4% respectively.

Hayati et al. (2009) conduct a series of studies related to Web spam in Web 2.0
platforms, started with Hayati and Potdar (2009) in which the spammers insert their
spam URLs in popular Web sites such as: social networking service, and Yahoo news.
The spammers used spam methods such as: Web 2.0 spam which duplicates the amount
of message spam, and Web spam bots which increase the spread of the spam content.
Hayati and Potdar (2009) propose the Honey spam 2.0 tool which monitors the Web bot
behavior. In their study Hayati et al. (2010a) continue the interesting on the spam bots,
they used the action time and action frequency to detect the spam bots. The results

showed that the accuracy enhanced and reaches 94.7%.
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The study of Hayati et al. (2010b) explores an automated supervised machine
learning technique to detect the spam bots inside 2.0 platforms. The new approach
focuses on the navigation behavior, and compares between users and spam bots
behavior. The conducted tests used Matthew Correlation Coefficient method, and have

yields an accuracy of 96.24%.

West et al. (2011) build a link spam dataset which contains over 235,000 links
of English Wikipedia, with extracted 40 features, by using Wiki metadata, landing site
analysis, and external data sources. The conducted results showed enhancement in link-

based Web spam detection.

Zhang et al. (2011) continue to work on the semi-supervised learning algorithm,
by proposing a novel algorithm; called Harmonic Functions based Semi-Supervised
Learning (HFSSL), where the labeled and unlabeled Web pages given weights based on
the similarity in weighted Web graph. The results showed enhancement in the Web

spam detection.

In their study Kumar et al. (2011) develop a new system called spamizer which
able to detect the spam Web pages using content- based and link-based features. The
spamizer analyzed several available link spam algorithms, such as: Relative spam Mass
Estimation, Trustrank, Anti-Trustrank, Propagating Trust, and Distrust Scores and
Reverse spam Rank. The experiments used the public known dataset WEBSPAM-
UK2007, and they found that integrating the spamicity scores that generate from each

algorithm increase the predictability for the spam and non spam Web pages.
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2.3 Non Arabic content/link and cloaking Web spam detection

The study of Fetterly et al. (2004) focuses on identifying spam Web pages
through the statistical analysis. Combination of content-based and link-based used to
evaluate the three large datasets; of 150 million, 429 million, and 38 million redirected
Web pages. The detection was based on the results of the statistical distribution, where
the outliers indicate spam Web pages. While Fetterly et al. (2005) develop techniques
dealt with two datasets; 151 million, and 96 million Web pages, to discover the phrase-
level replication in spam Web pages. They used large number of machine-generated

spam Web pages consisting of grammatically well-formed German sentences.

Wu and Davison (2005) report cloaking and redirection techniques as important
spamdexing techniques. It produces a realistic view of content-based and link-based
methods to detect cloaking and link redirections, through the computation of three
different copies for each Web page. The analysis results estimated (through two used
datasets) that 3% of the first dataset and 9% of the second dataset used the cloaking

technique to increase the rank of their Web pages.

A Quantitative Study of forum spamming which uses a context-based and
reported by (Niu, ef al, 2006). The importance of the spam forums and splogs is due to
three main perspectives: search users, spammers, and forum sites. Niu et al. (2006) in
their study focus on the content-based and cloaking spam, and showed that the spam
forums were used extensively. The spam forums supported by popular forum programs
(which able the spam forums to occupy the top 20 search results for most popular
keywords). The spam comments also used to increase the traffic on the honey spam

forums. The results of splogs showed that more than half blogs are spam. The
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researchers proposed context-based analysis; based on the cloaking analysis, to

automatically detect spam.

Another study dealt with the blogs by Kolari et al. (2006) present the use of
content-based and link-based spam features in blogs. The researches present the SVM
model on content-based and link-based to detect Web spam, and achieved good results

for recognizing splogs.

In their study Chellapilla and Chickering (2006) show the ratio of cloaking
SERP which based on the query properties such as: link popularity and monetizability.
They proposed new metrics for detecting cloaked Web pages through normalizing the
TF between multiple downloaded Web pages versions. The experiments claimed using
10,000 search queries and 3 million related SERP. The results presented that 73.1% of
the cloaked popular search Web pages are spam, and around 98% of the cloaked

monetizable Web pages are spam.

The Svore et al. (2007) study the problem of Web spam, and proposed a new
technique based on the rank-time features; which expressed both the content-based and
link-based features. The proposed technique improves the performance of content-based
Web spam classifier especially, when referring to the query-dependent rank-time

features.

In their study Castillo et al. (2007) present a combination of link-based, and
content-based spam detection features. The spam detection system divided into three
phases; initially clusters the host graphs and labels all the hosts, then predicts labels to
neighboring hosts, and finally uses the predicted labels as new features and retests the

classifier. The researchers found that the linked hosts belong to the same cluster: either
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both are spam or both are non spam. The results of the best classifier showed an

accuracy of 88.4% with 6.3% false positives.

In their study, Geng et al. (2007) deal with the Web spam detection as a binary
classification problem, using a new strategy called ensemble under-sampling
classification. This strategy showed that the reputable Web pages are easy to be found
than the spam Web pages. The public dataset WEBSPAM-UK2006 was used, which
contains over than 8,000 spam hosts, and applied three learning algorithms (C4.5,
Bagging, and Adaboost). The experiment results showed that the adopted ensemble
under-sampling classification strategy added enhancements to the Web spam detection

performance.

Webb et al. (2007) claim that they have performed the larger characterization
content-based and HTTP analysis methods on the 350,000 Web documents. The
analysis of content showed the duplication of the information content and URLs
redirections. The analysis of content-based spam Web pages divided the Web
documents into five main categories: Advertising Farms, Parked Domains,
Advertisements, Pornography, and Redirection. While the link-based analysis
performed, showed that the spammers used narrow IP addresses ranges for the spam

hosting.

Chau and Che (2007) propose machine learning approach which combines
content-based and link-based features using feedforward and backpropagation neural
network and SVM. The experimental results confirmed that the proposed machine
learning approach exceeded the traditional approaches (i.e. keyword-based and lexicon-
based approaches), but showed that the best accuracy in this study is driven from a

limited dataset size.
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Tian et al. (2007) propose new technique based on a new machine learning
approach, which can detect both link-based features, and word-based features, which
extracted using the combinatorial feature-fusion method. They used many human-
engineered features constructed from the raw data, and used semi-supervised learning to
classify the unlabelled test Web pages. The results showed the high effectiveness of

semi-supervised learning, and the combinatorial feature-fusion method.

Becchetti et al. (2008) study several content-based and link-based Web spam
techniques such as: keywords stuffing, links stuffing, redirection pages, duplicated
content, and hiding text. Two well known datasets were used in the experiments
UK2002; which contains 18.5 million Web pages and WEBSPAM-UK2006 which
consists of 77.9 million Web pages. Their experiments results revealed that a number of

techniques were able to detect around 88% of spam Web pages.

The URL redirection is-considered as a one of the cloaking styles. In their study
Vangapandu et al. (2009) report the employment of the redirection on the spam links.
The study found that the redirection is widely used, about 40% of all links for different
goals. Several JavaScript of URL, Meta and server sides’ redirections were detected in
the spam Web pages as internal and external links. The experiment results applied on
the legitimate Alexa, UGA, and blogs datasets, showed that the percentage of using
external redirection techniques by spammers is 46.81%, and the percentage of using

external redirection techniques by legitimate sites is 53.19 %.

Chellapill and Maykov (2007) present the cloaking Web spam in form of
spamdexing redirections with false content to Web crawler for indexing purposes, while
the irrelevant content sent to user browser. They studied famous JavaScript redirection

techniques, which are stronger than the static analysis and static feature based detection
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systems. Their research found that the use of light weight JavaScript parsers is effective

to predict the redirection of spam behaviors.

Erdelyi and Benczur (2011) propose a graph similarity based on the content and
link temporal features which capture the linkage change of the neighborhoods hosts.
The public spam dataset WEBSPAM-UK2007 used by the machine learning techniques
and the conducted results showed an enhancement on the filtering mixed language

domains, where the content-based features cannot be reliably used for classification.

A study by Abernethy et al. (2008) present a novel algorithm; called Web spam
Identification Through Content and Hyperlinks (WITCH) which aims to learn the Web
spam detection techniques on both Web sites and Web pages level. The Witch
algorithm takes the advantages of the content-based features and the Web graph
structure. The authors claimed that Witch algorithm outperformed the other algorithms
in the scalable, efficiency, and the state-of-the-art accuracy using SVM which achieved

accurate results in detecting Web spam.

Benczur et al. (2008) presents LiWA FP7 project for solving Web spam
problem. The proposed project used the three main types of Web spam (content, link,
and cloaking) on Web archive. The project architecture facilitates the relations between
the Web archives in different hosts and countries. The project used the well known
UK2007 WEBSPAM dataset which contains 100,000 Web pages. This architecture has

yielded good results for Web spam detection.

Najadat and Hmeidi (2008) present a novel approach of Naive Bayes which
considered the users feedback. It is suitable to be used in the server-side to minimize the
overhead with spam Web pages in Web servers. The experimental results yield the high

Web spam detection accuracy percent with 80.2%.
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Castillo et al. (2008) study the feedback of the users and converted it to the
query log. For each user, a query log file was assigned. This log file contains: query
words, document returned to the search engine, Web documents which the user is
clicked on within clicked date and time, and the rank of retrieved documents. The
researchers applied two approaches: Web spam detection, and query spam detection.
Web spam detection removes spam link and content features from the query log graphs,

while query spam detection eliminates all queries that gain a high number of spam Web

pages.

Martinez-Romo (2009) proposes language model approach which extracted a
combination of content-based and link-based features from two popular spam datasets
(Webspam-Uk2006 and Webspam-Uk2007). Kullback-Leibler (KL) divergence was
applied on the spam Web pages to characterize the relation between the two linked Web
pages. The proposed model has improved the F-measure of Webspam-Uk2006, and

Webspam-Uk2007 to about 6% and 2% respectively.

In their study Dai et al. (2009) use the historical information in the Web pages as
a useful complementary factor to Web spam detection. The combination of current
content, content temporal features, and some temporal link features were applied using
supervised learning techniques. The results of their study help to improve the F-measure

performance within the content features.

The study of Egele et al. (2009) present a novel approach to detect Web spam
pages in SEPRs, based on the integration of both content-based and link-based features.
Initially the proposed approach compute the importance for each Web page, depending
on the heavy weighting tags with spam content, and the linked relations through link

spam. Then the classifications techniques were used to distinguish the spam and non
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spam Web pages. The J48 Decision Tree classifier used in the evaluation of their

approach, and achieved false positive rate of 10.8%.

Lin (2009) presents the influence of cloaking techniques to increase the rank of
Web pages. Lin proposed three techniques: TagDiff2, TagDiff3, and TagDiff4 to
determine if the URLs are cloaked. The proposed techniques are based on the different
changes in the HTML tag between the Web crawler and user browser. The conducted
tests showed that tag-based methods exceed the link-based and content-based results in
precision and recall. The Decision tree J48 uses the integration of content-based and tag

features to yield an accuracy of 90.48%.

Araujo et al. (2010) propose a new methodology to detect spam Web pages
based on the Qualified-Link (QL) analysis, and content-based features with the
language-model (LM). Kullback-Leibler (KL) divergence was applied on the spam Web
pages to find the relation between two linked Web pages based on both the content-
based and link-based features. An automatic classifier was built to combine QL and LM
features. The conducted results applied on WEBSPAM-UK2006, and WEBSPAM-

UK2007 datasets, showed an accuracy of 89.4% and 54.2% respectively.

The studies of (Wang et al. 2007a; Wang et al. 2007b; Wang et al. 2010) focus
on the information quality features in order to define the trust features of spam
information, such as: currency, availability, information to noise ratio, authority,
cohesiveness, and the popularity. Taken these features into consideration has shown an

improvement in the accuracy of detecting content and link Web spam.

Spirin et al. (2011) survey different spam methods, and filtering algorithms. The
existing solutions were dedicated to content-based, link-based, and non-traditional data

(i.e. user behaviors, clicks, and HTTP sessions) Web spam detection. Their anti-spam
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algorithms provided high successful Web spam detection results with an accuracy of

90%.

Saraswathi et al. (2011) study has focused on different methods for Web spam
detection. A novel approach used machine learning to build Web spam detection tool.
The UCINET software and SVM classifier were used to identify the spam Web pages,
based on many proposed features such as: degree of centrality, links betweenness and
Eigen vector value of the link, which identify the quantitative and qualitative link farm
properties. Their proposed approach used the WordNet database through the semantic

analyzer, and obtained useful information that successfully discovered the spam Web

pages.

As a continuation to the studies related to blogs, Zhu et al. (2011) propose a
framework for splog detection by monitoring the top-ranked results. The framework
arranged the sequence of temporally queries and detected splogs based on the temporal

behavior. The experiments showed a high accuracy on splogs detection.

Erdelyi et al. (2011a) present different categories for Web spam features based
on recent advances in Web spam filtering. Three of machine learning algorithms (i.e.
ensemble selection, LogitBoost and Random Forest) were used. The conducted tests
were applied on the two well known available datasets WEBSPAM-UK2007 and the
Discovery Challenge dataset DC2010. The tests used ensemble classifier to detect

spammed Web pages, and the improvement results ranged between 5-7.5%.

27

www.manaraa.com



© Arabic Digital Library - Yarmouk University

2.4 Arabic content/link based Web spam detection

In their study, Wahsheh and Al-Kabi (2011) conducted series of studies
dedicated to Arabic Web spam problem. In their study Wahsheh and Al-Kabi (2011)
have manually collected s small Arabic Web spam dataset; containing around 400
Arabic content-based spam Web pages. Three classifiers were tested; Decision Tree,
Naive Bayes, and K-Nearest Neighbour (K-NN). The results showed that the K-NN has
yielded a better accuracy than the other two classifiers in detecting Arabic Web spam
pages. The study of Jaramh et al. (2011) follows the Wahsheh and Al-Kabi (2011) and
proposed new content-based features to improve the Arabic Web spam detection. Their
study applied three classifiers (Decision Tree, Naive Bayes, and LogitBoost), and the

results presented that the Decision Tree classifier achieved the best results.

Al-Kabi et al. (2011) have integrated the two previous studies (Wahsheh and Al-
Kabi, 2011; Jaramh, et al. 2011), and proposed a set of new content-based features, and
used a larger spam dataset than Wahsheh & Al-Kabi (2011). Three classification
algorithms (Decision Tree, LogitBoost, and SVM) were used to detect Arabic Web
spam. The results confirmed the superiority of the Decision Tree as the best classifier

with an accuracy 0f 99.3462% to detect Arabic Web spam.

Wahsheh et al. (2012d) analyzes the behaviors of the spammers to create
spammed Arabic Web pages. They computed the weights of the most ten popular
Arabic words used in the content of the HTML tags, which used in the Arabic queries.
The results present special key stuffing techniques used in the Arabic spammed Web
pages. The conducted test used the Decision Tree classifier to evaluate the spammer's

behavior, and achieved 90% accuracy to detect Arabic Web spam.
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Al-Kabi et al. (2012) improve their previous studies on the content-based Arabic
Web spam. They used a large Arabic content-based spam dataset which contains 15,000
Web pages, that were collected by a special crawler. These Web pages were identified
manually as spam or non spam. They applied four different classification algorithms
(Naive Bayes, Decision Tree, SVM, and K-NN) on the groups of the datasets, where the
spam percentages were: 1%, 15%, and 50%. The results also revealed that the Decision

Tree was the best classifier with 99.96% accuracy.

Machine learning is used to identify spam Web pages. Wahsheh et al. (2012a)
conducted a study based on the machine learning algorithm to identify the content-
based Arabic spam Web pages. The spam dataset was collected from three resources:
the first is Extended-Arabic-2011 Web spam dataset, and the second is UK-2011 spam
dataset where they were built by (Wahsheh, ef al, 2012a). The third is a portion of the
WEBSPAM-UK2007 spam dataset. Experiments were based on two algorithms (Naive
Bayes, and Decision Tree). The conducted tests of the proposed features show high
accuracy results with Decision Tree which is better than Naive Bayes in detecting

Arabic spam pages, and yields acceptance results in detecting non Arabic Web spam.

All the previous Arabic Web spam studies (Wahsheh & Al-Kabi, 2011; Al-Kabi,
etal.2011; Jaramh, et al. 2011; Wahsheh, et al. 2012a; Wahsheh, et al. 2012b; Wahsheh,
et al. 2012c; Al-Kabi, et al. 2012; Wahsheh, et al. 2012d) tried to identify the best
classification algorithm for the content-based Arabic Web spam detection, which almost
unanimously that indicate the Decision Tree classifier is the best. Therefore Wahsheh et
al. (2012b) based on the 15,000 Arabic spam Web pages, enhanced more content-based
features, and built the pioneering Arabic Web spam detection system using the rules of
Decision Tree classification algorithm. The experiment results presented an accuracy of

83% using the proposed system.
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In an attempt to solve the problem of the Arabic link-based Web spam, Wahsheh
et al. (2012c¢) studied the link-based spamming technique which is used by Arabic Web
spammers. Wahsheh et al. (2012c) present that the spammers used the link-based spam
techniques in the Arabic Web pages. The first Arabic link-based spam Web pages
dataset was built by them. Many link-based features were extracted, and two classifiers
(Decision Tree, and Naive Bayes) were applied to evaluate the Arabic link-based Web
spam. The conducted experiment show that spammers use a link spam farms technique
between Arabic spam Web pages. The results of Decision Tree yield the best accuracy

0f91.4706% to detect link-based spam Web pages.
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CHAPTER THREE

WEIGHTING METHOD AND RANKING ALGORITHMS

This chapter discusses several weighting methods and ranking algorithms which
are used by search engines, in order to rank the Web pages within search engine results
pages (SERP). In this chapter we discuss the three main types of these algorithms; Term
Frequency-Inverse Document Frequency, PageRank, and Hyperlink-Induced Topic
Search. The spammers attempt to violate these three algorithms to gain the best possible

rank for the spammed Web pages in the SERP.

3.1 The Term Frequency-I nverse Document Frequency (TF-1DF)

The Term Frequency-Inverse Document Frequency (7F-IDF) is a weighted
schema which shows the importance of the words in the document (Gadg, et al, 2011).
The value of TF-IDF of each term is dependent on the frequency of that term beside the
number of documents which has that term, and the occurrence of the terms inside the
Web pages (Gadg, et al, 2011). The terms which appears in special positions in the Web
page such as: the <body> tag, Anchor text, URL, Headers (<h1>...<h6> tags), <meta>
tags, and within the Web page <title> present more important than the other terms in the

rest of Web page positions (Liu, ef al, 2007).

Baeza-Yates and Ribeiro-Neto (2010) present four formulas for Term
Weighting; F;;, TF, IDF, and TF-IDF as shown in the following mathematical

equations:
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Let,

ki 1s an index term and d; is a document.
V=1{ki, ka, ..., k} is the set of all index terms.
(w;; > 0) 1s the weight associated with (k;, d)).

The weights w;; are computed using the frequencies of occurrence of the terms
within documents. f;; is the frequency of occurrence of index term £; in the document d.
So the total frequency of occurrence Fj;of term k; in the collection is defined as shown

in formula (3.1):

N

J=1

Where N is the number of documents in the collection.

Baeza-Yates and Ribeiro-Neto (2010) present the Luhn assumption which
indicates that the weight of w;; of index term £; that occurs in the document d is relative
to the term frequency f;,;. This assumption means that increasing an occurrence of the

term in the document, leads to get a highest weight.
The formula of Term Frequency 7F is presented in formula (3.2):

TE, | = [} oo 3.2)

While the variant of 7F weight is presented in formula (3.3):

- {1 +log: (/,,) i (1,,>0) 53

0 otherwise

The formula of Inverse Term Frequency /DF ' is presented in formula (3.4):
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Where [DF; is the i™ inverse document frequency of term k;; n; is the number of

documents in which term i occurs at least once.

The best known term weighting schemes use combination weights of 7F;; and

IDF; factors.

The Term Frequency- Inverse Document Frequency formula is shown in the

following formula:

R b A N

i

Wi,j =

0 otherwise

Where w;; is the term weight of the term £; in the document d; which refers to 7F
IDF weighting scheme; f;; is the frequency of occurrence of index term k; in the

document d; (Baeza-Yates & Ribeiro-Neto, 2010).

Spammers try to increase the TF-IDF scores in their spam content-based Web pages.
They use many repeated and unrelated words in tags of an HTML such as: the <body>
tag, Anchor text, URL, Headers (<h1>...<h6> tags), <meta> tags, and the Web page
<title>, with many repeated and unrelated words in order to gain a higher 7F-IDF score

(Gyongyi & Garcia-Molin, 2005).

3.2 Hyperlink-Induced Topic Search (HITS) Algorithm
Hyperlink-Induced Topic Search (HITS) algorithm, also known as hubs and
authorities, introduced by (Kleinber) in 1999, as a link analysis algorithm. It is proposed

before the PageRank algorithm used for ranking Web pages (Selvan, et al, 2012).
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HITS divided the Web pages into two main types: the first is called hubs; which
indicate the Web pages that work as large directories, that not actually held the
information, but it is points to many authoritative Web pages, which actually hold the
information. So, a good hub represents a Web page that points to many other Web
pages. The second type is called authority Web page which holds the actual
information, and a good authority represents as a Web page that many hubs point to

(Selvan, et al, 2012; Jayanthi, & Sasikal, 2012).

HITS computes two values for each Web page: the first value is for the authority
which represents the score of the content-based Web page, and the second value is for
the hub, which estimates the score for of its links to other Web pages (Selvan, et al,

2012)
Formula (3.6) presents the Authority Update Rule:

V p, we compute A(p) to be:

A(p) = iH(z’) ............................................................................................... (3.6)

Where A(p)is the Authority for p Web page; »n is the total number of Web
pages that linked to p; i is the Web page linked to p; and the H (i) is the hub values for

the i Web page that points to p (Selvan, et al, 2012).
Formula (3.7) explore the Hub Update Rule as shown below:

Y p, we compute H(p) to be:
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Where H(p) is the Hub for p Web page; n is the total number of Web pages p
connected to; i is a page which p connects to; and the A(i) is the Authority values for i

page (Selvan, et al, 2012).

The Web page classified as a good hub if it points to many good authoritative,
and the Web page is good authority if it is indicated by many good hubs. The hubs
values can be spammed through the link spam farms by adding the spam outgoing links
to the reputable Web pages. The spammers target is to increase the authority values
which violate the TrustRank algorithm. This means that spammers attempt to increase
the hub values, and attract several incoming links from the spammed hubs to point to

the target spam Web pages (Gyongyi & Garcia-Molin, 2005).

3.3 PageRank Algorithm

PageRank was proposed and developed by Google’s founders (Larry Page and
Sergey Brias) as a part of a research project about a new kind of search engines. It
defines a numeric score which measures the degree of Web pages relevance to
particular queries, -and it is important due to the high score value of PageRank

determines the list of SEPR for corresponding quires ( Kerchove, ef al, 2008 ).

PageRank can be seen as a model of user behavior. It assumes that there is a
random Web surfer, starts from randomly Web page. Web surfers usually keep clicking
on the forward links, and when the time passes they get bored and chose another
random Web page. Therefore the PageRank computes the probability of Web surfer to

randomly visit a Web page (Kang, ef al, 2011).

The PageRank algorithm is considered as one of the main successful factors in
Google. The last revealed algorithm from Google indicates that the PageRank algorithm

is a link ranking one, which takes the number of internal links as an important factor in
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page popularity. PageRank gives each page a score that determines the popularity of
that page. The overall score of page p is determined by the importance (PageRank
scores) of pages which have out links to that page p (Kang, et al, 2011). The generic
formula which appears in literature for calculating PageRank score for a page p is

shown in the following equation:

IR C) N |
Hp)=a (;)W(q)m a) T (3.8)

Where r(p) is the PageRank value for a Web page p; w(qg) is the number of forward
links on the page ¢; r(q)is the PageRank of page ¢; N is the total number of Web pages
in the Web; « 1is the damping factor which can be set between 0 and 1; (g, p) means

that Web page ¢ points to Web page p (Berlt, ef al, 2010).

A Web page with a high PageRank score will appear at the top of the list of
SEPR as a response to a particular query. Despite of this success for those search
engines that use PageRank as ranking algorithm; spammers and malicious Web masters
use some of PageRank algorithm problems to boost the rank of their Web pages
illegally by using techniques that violates the SEO tips. Since PageRank is based on the
link structure of the Web, it is therefore useful to understand how addition or deletion of

hyperlinks influences it.

The degree of success in the link structure modifications is based on the degree
of Web page accessibility by spammers. In most cases Web pages are inaccessible by
spammer, so it is difficult for spammers to modify the link structures for such Web
pages. Some Web pages on the other hand are partly accessible by spammers, hence, in

a limited way spammers can post comments on such Web pages, such comments may
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carry an external link from blog site to their spam page (Gyongyi & Garcia-Molin,

2005).

The third kind of Web pages that spammers have a full access on, are those Web

pages owned by spammers. In such Web pages spammers try to create a link structure

that work as a spam link farm, which is defined in Du et al. (2007) as heavily connected

Web pages, created intentionally with the purpose of tricking a link-based ranking

algorithm. In such case spammers will create a link structure that consists of a few

boosting Web pages that may refers directly to each other and to the spam page in order

to achieve some advantage by search engine ranking algorithms. Du et al. (2007)

spammers can build different structures for a spam farm, such farm structure may be

changed periodically in terms of the number of internal and external links, that is when

spam filters drops spam links it is-expected from the spammers to change their link

structure by adding new links to their spam farm structure.

(a) Spam link farms structure (left)

(b) Normal link structure (right)

Figure 3.1: Two Main Web graph Structures (Du, et al, 2007)

Figure 3.1 shows a sample Web graph with two structures, the one on the left

presents a set of densely connected Web pages (p), where each of which has links to
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another as well to spam page which is the target whose rank is to be boosted. It appears
in Figure 3.1a (left), which it has few links to the rest of the Web, and its goal is to
boost the rank of spam Web pages by having too many internal links for its boosting
neighbor's Web pages. On the other hand, Figure 3.1b (right) has a normal structure and
consists of set of Web pages which have enough connections with the rest of Web
graph. The differences between these two structures attract researchers’ to study the
properties of these two structures and the variations of the structure appear in the left

Web graph (Du, et al, 2007).

It is known from the previous discussion that spammers have partial
accessibility to some external Web pages that may have a good ranking score in search
engines ranking vector. So it is expected from spammers to post links to those Web
pages, because having a huge number of internal links on their spam page may achieve

some improvement on its rank.

Figure 3.2 gives an example of a Web graph in which spammers make an
attempt to boost the rank of spam page (S). The link structure used in Figure 3.2 is an
example of optimal link spam farm used in (Gyongyi and Garcia-Molin, 2005;
Largillier and Peyronnet, 2010) in which the authors proved how spammers can achieve
benefit of having this structure. The structure consists of one target spam Web page (S).
The spammers goal is to boost the PageRank of this target Webpage by pointing to page
S using a set of Web pages X = {x, , X, ,x3} in which the spammers have some
accessibility (i.e. posting comments, adding links), spammers have also a full access on

Web pages owned and created by them. So, the spammers also use their own set of Web

pages y={y1,y2}. This set of Web pages is used mainly to post links to the target page S

in order to boost its rank. spammers will also add some external links from page S to the
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Web pages y={y1, yz} however no out links will be posted on Web pagesy={y1,y2},

except those to the target page S.

w1

%
T~ @

Figure 3.2: Optimal spam farm structure (Gyongyi & Garcia-Molin, 2005)

The total PageRank score of page S is maximized by the set of accessible (x;,
.x3). The score that the target Web page gains from the boosting Web pages is

calculated using the formula (3.9):

Where r(p) is the PageRank; and Out(x) the number of accessible Web pages

(Zhou, et al, 2009).

Every accessible page linked to the target spam page may have some
contribution on its PageRank score. Such links are called hijacked links, (Du, et al,
(2007). The total of PageRank scores of popular Web pages that have links (hijacked
links) pointing to target spam Web pages is called leakage. The leakage gained by
hijacked links is not known by spammers; however, their goal is to have as much

hijacked links as it is possible.

39

www.manaraa.com



© Arabic Digital Library - Yarmouk University

The target page S PageRank score can be also maximized. If that page points to
all Web pages created and maintained by spammers (boosting Web pages), given that
those Web pages have no internal links except those from the S. So the search engine
will, reach the spam farm through one of its hijacked links. It is possible then to crawl
boosting Web pages through the external link from the target spam page (Chung, et al,

2009).

Finally, the S rank score can be also maximized if the set of owned Web pages

{J’DJ/z} have only external links to the target page S. This requires no links between

boosting Web pages to each other. It requires also no hijacked links from outside world
to the boosting Web pages (except from the S). The targeted page actually needs to
point to all boosting Web pages to improve its PageRank score and to make every single
Webpage in the whole spam farm accessible by search engines crawler (Du, et al,

2007).
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CHAPTER FOUR

RESEARCH METHODOLOGY

In this chapter we present the research methodology that we used to build Arabic

Web spam detection system. The methodology includes the following seven main steps:

1.

Develop an embedded Web crawler; which is an automated tool, embedded in our
new Arabic Web spam detection system. This crawler downloads the Web pages,

parses all the hyperlinks, and the contentin each Web page.

Build a large dataset of Arabic content/link spam Web pages relative to those built
in the previous studies, which contains 28,000 Arabic Web pages, divided into two
parts. The first part is called training dataset used to build Arabic content/link Web
spam detection system, and contains 23,000 Arabic Web pages. While the second
part is called test dataset, contains 5,000 Arabic Web page, and used to evaluate
Arabic content/link Web spam detection system. The new dataset extended the last
datasets used by (Wahsheh & Al-Kabi, 2011; Al-Kabi, et al,2011; Jaramh, et al,
2011; Wahsheh, et al, 2012a; Wahsheh, et al, 2012b; Wahsheh, et al, 2012c; Al-

Kabi, ef al, 2012; Wahsheh, et a/, 2012d), using the enhanced Web crawler.

Develop a Web page analyzer to extract large number of features relative to those
used in the previous studies. Categorized as three Web spam main types, for each
Web page, as following: content-based features, link-based features, and cloaking

features.
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4. Use the three classification algorithms Decision Tree, Logistic Regression, and K-

NN which are supported by Weka.

5. Compare the classification results of Decision Tree, Logistic Regression, and K-NN

algorithms to identify the best classifier to detect Arabic spam Web pages.

6. Extract the rules of the best classification algorithm using the training dataset, to
develop the decision maker as a final part of our Arabic content/link Web spam

detection system.

7. Evaluate the Arabic content/link Web spam detection system, using the test dataset

that contains 5,000 Web pages including spam and non spam.

Figure 4.1 summarizes the research methodology procedures.

Content/

i Content-
link Cloaking

based h
=

Link -
based
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4.1 Develop an embedded Web crawler

Web crawlers are also known as spiders, or Web agents. Crawlers are types of
software agents, which automate the traversing, fetching, sorting, and clustering Web
pages, creates a copy of all Web pages before indexing. Crawlers traverse the Web by
starting from a random Web page and continue by the following links to other Web
pages. Sometimes crawlers need to exchange the information with other crawlers in
order to notify their peers about sites with rich semantic content (Batzios, et al, 2008).

So it appears as the main process in any search engine.

In this thesis we develop an embedded Web crawler in Arabic web spam detection
system, which automatically parses through Web pages, downloads the Web pages,

parsed all the Web pages elements; hyperlinks, and the content in each Web page.

4.2 Build an Arabic Web spam dataset

We have a lack of benchmark collection Arabic spam Web pages and this
considered as one of the main challenges in Arabic Web spam detection process. In this
thesis we built a large Arabic Web spam dataset containing 28,000 Web pages. Where
23,000 Web pages of the total Web spam dataset were used as training dataset which
extended the datasets mentioned in (Wahsheh & Al-Kabi, 2011; Al-Kabi, et al,2011;
Jaramh, et al, 2011; Wahsheh, et al, 2012a; Wahsheh, et al, 2012b; Wahsheh, et al,
2012c; Al-Kabi, ef al, 2012; Wahsheh, et al, 2012d). The rest of the Web spam dataset
consists of 5,000 Web pages was used as test dataset. The new dataset improves both

the number of Arabic spam pages and their features as shown in the next sections.

The Web pages in the Arabic Web spam dataset are divided into two types:
spam, and non spam Web pages. We split the spam training dataset into many groups

based on the accuracy percentages of Arabic Web spam detection. Some groups got a
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close accuracy values to each other; therefore we select the best percentage from those
close accuracy percentages. The best three groups with different spam percentages were
(2%, 30%, and 40%) of the dataset. Table 4.1 shows the Arabic spam dataset groups

taxonomy.

Table4.1. New Arabic spam dataset gr oups taxonomy

Closepercentages | Best percentagevalues | Number of spam Number of non
values groups of spam group Web pages spam Web Pages
1%-15% 2% 460 22540
16%-32% 30% 6900 16100
33%-50% 40% 9200 13800

We have manually labeled the Web pages as either spam or non-spam pages
based on the authors’ judgments, and on the non Arabic previous studies, depending on
the spam content-based features for some Web pages, mislead links, and the reputations

of'the Web pages.

The spam Web pages consist of Arabic content-based blogs, forums, some of
marketing Web pages, and advertising Web pages, which try to increase their possibility
to appear at the top of SERP. The non spam Arabic Web pages can easily be found
within the Web pages of universities and educational (.edu), ministries and
governmental institutions (.gov), news sites (.com, .net) well known business companies

(.com), and satellite channel (.tv).
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Figure 4.2 shows an example of Arabic spam Web pages.
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Figure 4.2: Arabic Web spam example

© Arabic Digital Library - Yarmouk University

Figure 4.2 presents an example of spam Web pages, which duplicated some
words as a Keyword stuffing methods to increase the TF-IDF, and used some spam

techniques in the links to gain the highest possible rank in the SERP.
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Figure 4.3 shows an example of Arabic non spam Web pages.
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Figure 4.3: Arabic non spam Web page

Figure 4.3 presents an example of non spam Web pages; it is for the Yarmouk
University; which is one of the governmental universities. It is considered as a trusted,
and reputable Web page, and it is not used any illegal methods to increase its rank in the

SEPR.

4.3 Develop Web page analyzer

We developed a Web page analyzer capable to extract the previous proposed
features by (Wahsheh & Al-Kabi, 2011; Al-Kabi, et a/,2011; Jaramh, et al, 2011;
Wahsheh, et al, 2012a; Wahsheh, et a/, 2012b; Wahsheh, et al, 2012c; Al-Kabi, et al,

2012; Wahsheh, ef al, 2012d), and proposed new features. The new features which are
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used in this study are divided into three groups: content-based features, link-based

features, and cloaking features.

4.3.1 Content-based features

Spammers in Arabic Web pages used general and unique technique, with
Keyword stuffing to increase the rank of their spam Web pages. The keyword stuffing
spamming technique is based mainly on the duplication of some words in the main
HTML elements. Spammers in Arabic Web pages used a unique keyword stuffing
technique which is based on duplicating meaningless English words. Unique keyword
stuffing technique is based on the relation between the meaningless English words and
their corresponding Arabic letters that lie on the Arabic/English key board. (Wahsheh &
Al-Kabi, 2011; Al-Kabi, et a/,2011; Jaramh, et al, 2011; Wahsheh, et al, 2012a;
Wahsheh, ef al, 2012b; Wahsheh, ef al, 2012c; Al-Kabi, et al, 2012; Wahsheh, et al,
2012d). This spam behavior leads to increase the rank of Arabic spammed Web pages,

and from our point of view lead to deterioration of the quality of the Arabic content.

Figure 4.4 shows an example of Arabic spam Web page with general key
stuffing technique, which duplicate the Arabic word ‘chat’ (<“lLd «4da)2), many times

without adding any meaningful information for the Web page.
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Figure 4.4: Arabic spam Web page using keyword stuffing technique

Wabhsheh et al. (2012d) studied the spam behavior within the top ten Arabic
Keywords extracted by Google’s free Search-Based Keyword tool (SBK), such as:
‘chat’ (i s ), ‘Games’ (<ball), ‘YouTube’ (ws-is), ‘Facebook’ (Ut
& s2)‘University’ (+xsls), ‘Forums’ (<kaii), ‘Songs’ (el), “Photos’ (Ls=),Billiards’
(s20h),‘Trab’ («k). Wahsheh et al. (2012d) found that the spammers used
meaningless English words in Arabic spammed Web pages. The Latin letters of those
meaningless English words lie on the same Arabic/English keyboard keys. Therefore
the lengths of these meaningless English words always equal the lengths of Arabic
words. Top ten Arabic words are not enough to detect the meaningless English words
spammed technique. Thus, to address all the different topics that spammers might seek
to use it in their techniques. Our Web page analyzer convert every English word to its

corresponding meaningful/meaningless Arabic word, by convert every Latin letter of
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the English word to its Arabic letter sharing the same key on the Arabic/English
keyboard. Then the analyzer use the database which contains Arabic word list which
developed by (Attia.2011). The database of Arabic word list contains nine million
Arabic words. So the analyzer check the availability of every converted Arabic word in
the database, to determine whether it is meaningful or not. Our analyzer considered the
converted Arabic word a spammed word if it is found in the database. spammed Arabic

words are generally meaningless.

Figure 4.5 shows an example of Arabic spam Web page using meaningless
English words Keyword stuffing technique. The Arabic words are not included in the
top ten Arabic Keywords used in the search engines, but the spammers used them to
increase the rank of the Arabic Web page, and it is reducing the quality of the Arabic

Web pages.
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Figure4.5: Arabic spam Web page using meaningless English words Keyword stuffing

technique

Web page analyzer computes the content-based features which mentioned in the
Arabic literature (Wahsheh & Al-Kabi, 2011; Al-Kabi, et al,2011; Jaramh, et al, 2011;
Wabhsheh, et al, 2012a; Wahsheh, et al, 2012b; Wahsheh, et al, 2012¢; Al-Kabi, et al,
2012; Wahsheh, et al, 2012d). The Web page analyzer extracts the following set of new

content-based features:

1. The number of meaningless English/Arabic words in the <body> elements of
Web pages, where the spammers used this technique widely.
2. The total number of characters in all <Meta> elements of a Web page under

consideration.
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10.

11.

12.

13.

14.

. The number of characters in the <Meta> element of the Web page. So if we have

n as a number of <Meta> elements in specific Web page, the Web page analyzer
compute the number of characters in each <Meta> as a independent element of
other <Meta> elements in this specific Web page.

The total number of Arabic/English words in the all <Meta> elements in a

specific Web page.

. The total number of Arabic/English words in each <Meta> elements in a specific

Web page.
The total number of English words in all <Meta> elements inside a specific Web
page.

The total number of Arabic words in all <Meta> elements inside a specific Web

page.

. The symbol words or characters are composed of letters, unique characters, and

punctuation marks that may appear in some Arabic Web pages. Therefore it is
considered as a candidate to be one of Arabic spammed features. So we extract
the total number of characters of the symbols in all <Meta> elements of the Web
page. Our Arabic content/link Web spam detection system will check if the
spammers use those strange symbols to increase the rank of their Web pages, or
not.

The total number of characters of the symbols inside a specific Web page.

The total number of characters of the symbols in the <body> element.

The total number of Arabic characters in a specific Web page.

The total number of Arabic characters in the <body> element.

The total number of English characters in a specific Web page.

The total number of English characters in the <body> element.
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

The total number of words which composed by the symbols inside a specific
Web page.

The minimum length of English word inside the <body> element, (we assume
that the minimum word consist of three characters).

The minimum length of Arabic word inside the <body> element, (we assume
that the minimum word consist of three characters).

The minimum length of Arabic/English word inside the <body> element, (we
assume that the minimum word consist of three characters).

The minimum length of word which composed by the symbols inside the
<body> element, (we assume that the minimum word consist of three
characters).

The maximum length of Arabic/English word which composed by the symbols
inside the <body> element.

The maximum length of Arabic word which composed by the symbols inside the
<body> element.

The maximum length of English word which composed by the symbols inside
the <body> element.

The maximum length of symbol word which composed by the symbols inside
the <body> element.

The maximum length of Arabic/English word which composed by symbols
inside a specific Web page.

The average lengths of words inside the <body> element.

The average lengths of Arabic words inside the <body> element.

The average lengths of English words inside the <body> element.

The average lengths of symbol words inside the <body> element.
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29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

The total number of <Meta> element inside a specific Web page.

The Web page size in Kilo bytes.

The total number of characters with the URL. Spammers try to insert many
spam words in the spam URLSs, to attract the users to use these URLs.

The complexity factor of Web page within lexical density in the <body>
element.

The complexity factor of Web page within lexical density inside a specific Web
page.

The total number of Arabic/English words inside the <title> element.

The total number of Arabic/English words inside the <body> element.

The total number of Arabic words inside the <title> element.

The total number of Arabic words inside the <body> element.

The total number of English words inside the <title> element.

The total number of English words inside <body> element.

The total number of symbol words inside the <title> element.

The total number of symbol words inside the <body> element.

The visible page fraction inside the <page> element.

The visible page fraction inside the <body> element.

The size of the hidden text inside a specific Web page. The spammers try to trick
the search engines to see links and the content that are not visible to normal
users. This can be done through embedding them in very small pictures, or using
tiny text font, or using the same color as the page background.

The total size of compressed files inside a specific Web page.

The total size of compression ratio inside a specific Web page.
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47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

The total number of Arabic/English words without repetition inside the <body>
element.

The total number of Arabic/English words without repetition inside a specific
Web page.

The total number of Arabic words without repetition inside the <body> element.
The total number of Arabic words without repetition inside a specific Web
page.

The total number of English words without repetition inside the <body>
element.

The total number of English words without repetition inside a specific Web
page.

The total number of symbol words without repetition inside the <body> element.
The total number of symbol words without repetition inside a specific Web
page.

The total number of image/images inside a specific Web page. Spammers try to
attract the users through using large number of meaningless images in their
spam Web pages. They use these images to increase the traffic of visitors, so
they can get more revenues.

The total number of links image/images inside a specific Web page.

The total number of the most popular Arabic words inside a specific Web page.
We based on the most popular Arabic words that mentioned in (Wahsheh, et al,
2012d).

The total number of the most popular English words inside a specific Web page.
We based on the popular English words that mentioned in (Wahsheh, et al,

2012d).
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Figure 4.6 presents an algorithm of the enhanced Arabic content-based Web

spam analyzer.

Algorithm | Enhanced Arabic content-based Web spam analyzer.

Input: List of URLs stored on atext file (ContentbasedURL .txt).

Output: Table of the number of Web page features, stored in the database of the Arabic
Web spam detection system.

BEGIN

WHILE NOT EOF (ContentbasedURL.txt)
Read the URL of Web page.

Download a Web page.

Count the number of meaningless English/Arabic words in the <body> element.

Count the total number of the characters in the all <Meta> elements.

Count the number of the characters in the each <Meta> elements.

Count the number of Arabic/English words in each <Meta> elements.

Count the total number of Arabic words in all <Meta> elements.

Count the total number of English words in all <Meta> elements.

Count the total number of Symbol words in all <Meta> elements.

Count the total number of Symbol characters in all <Meta> elements.

Count the total number of characters of the symbols in the <body> element.

Count the total number of Arabic characters in a specific Web page.

Count the total number of Arabic characters in the <body> element.

Count the total number of characters of the English in a specific Web page.

Count the total number of English characters in the <body> element.

Count the total number of words with symbols in a specific Web page.

Count the minimum length of English word inside <body> element.

Count the minimum length of Arabic word inside <body> element.

Count the minimum length of English word inside <body> element.

Count the minimum length of symbol word inside <body> element.

Count the maximum length of Arabic/English word inside <body> element.

Count the maximum length of Arabic word inside <body> element.

Count the maximum length of English word inside <body> element.
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Count the maximum length of symbol word inside <body> element.
Count the maximum length of symbol word inside <page>.

Compute the average lengths of words inside <body> element.
Compute the average lengths of Arabic words inside <body> element.
Compute the average lengths of English words inside <body> element.
Compute the average lengths of symbol words inside <body> element.
Count the total number of <Meta> elements inside a specific Web page.
Count Web page size (Kilo bytes).

Count the number of characters with the URL.

Count the complexity factor in <body> element.

Count the complexity factor in a specific Web page.

Count the total number of Arabic/English words inside <body> element.
Count the total number of Arabic/English words inside <title> element.
Count the total number of Arabic words inside <body> element.

Count the total number of Arabic words inside <title> element.

Count the total number of English words inside <body> element.

Count the total number of English words inside <title> element.

Count the total number of symbol words inside <body> element.

Count the total number of symbol words inside <title> element.

Count the visible page fraction inside a specific Web page.

Count the visible page fraction inside the <body> element.

Count Web page hidden text size (Kilo bytes) inside a specific Web page.
Count the total size of compressed files inside a specific Web page.
Count the total size of compression ratio inside a specific Web page.

Count the total number of unique Arabic/English words inside <body> element.

Count the total number of unique Arabic/English words inside a specific Web page.

Count the total number of unique Arabic words inside <body> element.
Count the total number of unique Arabic words inside a specific Web page.
Count the total number of unique English words inside <body> element.
Count the total number of unique English words inside a specific Web page.
Count the total number of unique symbol words inside <body> element.

Count the total number of unique symbol words inside a specific Web page.
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Count the number of image/images inside a specific Web page.

Count the number of image-link /images-links inside a specific Web page.

Count the total number of popular Arabic words inside a specific Web page.

Count the total number of popular English words inside a specific Web page.
END WHILE

END

Figure 4.6: Enhanced Arabic content-based Web spam analyzer

It should be noted that there are some of content-based features computed two
times, one will be for the page <page>, and another for the <body>. This means that we
try to monitor all the parts of HTML elements, especially out side the <body>. This can

provide the benefits when we discuss the cloaking sections.

4.3.2 Link-based features
We have many types of link-based Web spam, the spammers try to create the

link structure between their spam Web pages such as the following:

e Spam link farm. The spam link farm as we mentioned in the literature create
heavily connected Web pages, in order to mislead search engines through the
manipulation in the number of internal links and external links in the Web page

(Du, et al, 2007).

e Using the expired domains. Spammers take the benefits of expired domains by
inserting their spammed Web pages in. Also the spammers try to trick the users,
when they used the names which are similar to the popular trusted and reputable

domains names (Gyongyi & Garcia-Molin, 2005).
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e Link spam comments in the blogs: The spammers may post the links to spam
Web pages as a comment to the blogs. So the spam comments will increase the

traffic on the honey spam blogs and forums (Niu, ef al, 2006).

Wabhsheh et al. (2012c¢) exhibits that the spammers used two types of link-based
techniques in Arabic Web pages. The first type is based on using the links spam farms,
which manipulate internal and external links in the Web pages in order to increase the
rank of these spam Web pages. While the second type is based on using the expired
domains which try to trick the users, when the spammers used the names which are

similar to the popular trusted and reputable domains.

Figure 4.7 shows an example of Arabic link-based spam Web page which has

many anchor text points to the same Web page without adding any valuable

information.
ailall sile] @
Qs silsl By ceile] ® audnil ilel ® Gugiwl il ® 0 Rsemw sile @
Qo Lsilil Al iy eils] ® Bl ails] @
. [hSal peile]l @
Gpisl aila] AL el Bl eili] ® P
Sl alil T T By ailil ® bl sl ® -
Alil ails]  ®
Soye aile] @ Qs sl T o - Auds aile] @
il ails] Ll ail] Uizl silg] ® augo il ® s el
oy eils] @ Lol sile| @ lily o silel @ Loy eils] @
bl ll ®
Qili pailcl ®

Figure 4.7: Example of Arabic link-based spam Web page

In this thesis we detected the two previous link-based types and other types

through the proposed link-based features to detect the spam Web pages. So Our Web
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page analyzer extracts the link-based features which mentioned in Wahsheh, et al,
(2012c) beside those newly adopted features. The Web page analyzer extracts link-

based features as shown below:

1. The number of external links within the page under consideration.

2. The number of internal links within the page under consideration.

3. The total number of links (the internal and external) within the page under
consideration.

4. The URL length (total number of characters in URL. This feature can be
considered as the same URL feature in the content, but it can be different when
we have a redirected Web page).

5. The total number of broken links. It is also known as dead link within the page
under consideration. The broken links are called broken, due they are no longer
point to non spam Web pages, so they decrease the rank of a Web page
(Martinez-Romo & Arauj, 2012).

6. The total number of redirected links within the page under consideration.

7. The total number of empty link text (links with out anchor text) within the page
under consideration.

8. The total number of empty links (anchor text without links) within the page

under consideration.
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Figure 4.8 presents an algorithm of Arabic link-based Web spam analyzer.

Algorithm | Arabic link-based Web spam analyzer.

Input: List of URLsstored on atext file (linkbasedURL .txt).

Web spam detection system, with the appropriate label.

Output: Table of the number of Web page features, stored in the database of the Arabic

BEGIN
WHILE NOT EOF (linkbasedURL.txt)
Read the URL of a Web page.
Download a Web page.
Count the number of external links in the download Web page.

Count the total number of internal links in the download Web page.

Measure the URL length (number of characters).

Count the total number of broken links in the download Web page.

Count the total number of redirected links in the download Web page.

Count the total number of empty link text in the download Web page.

Count the total number of empty links in the download Web page.
END WHILE

END

Count the number of all links (the internal and external) in the download Web page.

Figure 4.8: Developed Arabic link-based Web spam analyzer

Figure 4.9 presents another example of Arabic link-based spam Web page which

is full of advertisements. This type of link-based Web spam is called scraper Web page

that does not contain any real content related to the Website, where the links redirect

users to other Web sites.
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Figure 4.9: Example of scraper Arabic link spam Web page

4.3.3 Cloaking features

Cloaking spam Web pages is based on the basic idea of producing two different
versions of each Web page. The difference between them affected by the factors of
content-based, link-based features, and the quality of the Web page. The high quality
version appearing on the Web crawler to get the rank that actually contrary to the

quality version appearing in the user browser (Lin.2009).

The Web page analyzer computes the difference between the content-based and
link-based features which appears in the user browser; and the content-based and link-
based features which appears in the Web crawler. Figure 4.10 presents the algorithm of

Arabic cloaking Web spam analyzer.
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Algorithm | Cloaking Web spam analyzer.

Input: List of URLsstored on atext file (CloakingWebspam.txt).

Output: Table of the number of Web page (content-based and link-based) features, stored
in the database of the Arabic Web spam detection system, and the decision as a
(spam/ non-spam).

BEGIN
WHILE NOT EOF (CloakingURL.txt)
Read the URL of a Web page.
Download a Web page.
Request Web page analyzer (content and link features).
Compute link/content features in the user browser.
Compute link/content features in the Web crawler.
Compute the difference values of link/content features (user browser-Web crawler).
END WHILE

END

Figure 4.10: Developed Arabic cloaking Web spam analyzer

Figures 4.11 and 4.12 present two versions of the same Web page as an example

of cloaking Arabic spammed Web page.
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Figure 4.11: Example of user browser version of Arabic cloaking Web page
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Figure 4.11 shows the content that appears in the user browser version, while

Figure 4.12 presents the content appearing in the Web crawler for the same Web page.
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Figure 4.12: Example of Web crawler version of Arabic cloaking Web page

4.3.4 Content/link features

In this section, the Web page analyzer extracts the content-based and link-based
features, which mentioned in section 4.3.1, and the section 4.3.2 respectively. The Web
page analyzer export the content/link features to the CSV file, or stored them in the

database to be used by the Arabic content/link Web spam detection system.

4.4 Apply classification algorithms

Weka is one of the most popular data mining tools. It provides us with a number
of classification algorithms such as: Logistic Regression, K-Nearest Neighbor (K-NN),
and Decision Tree. These three classification algorithms are used in this study to detect

if the Web page is either a spam or non spam.

4.4.1 Logistic Regression algorithm

Logistic Regression is one type of regression analysis types. It is widely used

statistical modeling technique for predicting the outcome of categorizing the variables
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depending on the predictor variables. It can be either binomial or multinomial
regression. The binomial (binary) can observe the outcome with two possible types as a
(0, or 1) which expressed the straightforward interpretation, while the multinomial
regression indicate that the outcomes can have more than two possible types

(Wang.2005).

4.4.2 K-Nearest Neighbour (K-NN) algorithm

K-Nearest Neighbor also known as IBK in Weka. It is considered as the simplest
machine learning algorithms, and it is one of the lazy learning types. The classification
decision based on the closest training objects values K, which starts from 1, and

indicates to the space of the neighborhoods around the test pattern (Yang.2006)

4.4.3 Decision Treealgorithm

The Decision Tree is one of the common classification techniques available in
WEKA. 1t is visualizes as a tree-like model or a graph of start decision on the root node
to the leaves nodes. The decision taken by comparing the features values against some

constants through different nodes paths (Xhemali, ez al, 2009).

Decision Tree high speed and powerful way to express the tree structure. It is
widely used in the studies to help identifying the strategy decision for specific goals

(Witten & Frank, 2005).
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CHAPTER FIVE

IMPLEMENTATIONS & EXPERIMENTAL RESULTS

In this chapter we extracted the features of Arabic Web spam dataset which are
mentioned in section 4.2, we used three groups within one dataset with various

percentages of spam Web pages (2%, 30%, and 40%)).

We apply three classifiers (Logistic Regression, Decision Tree, and K-NN) on
these three groups of the spam dataset. Afterward we compare the results to identify the
best classifier, capable to detect Arabic content/link Web spam. Finally extract the rules

of the best classifier to build the Arabic content/link Web spam detection system.

5.1 Arabic content/link Web spam features extraction

This section is divided into three subsections. In the first subsection we extracted
the content-based features and studied the spammer's behavior with the spam and non
spam Web pages. In the second subsection we extracted the link based features. Finally

in the third subsection we extracted the cloaking features.
5.1.1 Content-based features extraction

We extract the content-based features using our Web page Analyzer, and we
have found clearly the spammers behavior within the set of features, which will be

effective and have the main role in Arabic Web spam detection.

Figure 5.1 shows the spammer behaviors with the title element in Arabic Web

pages compared with the non spam Web pages.
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Figure 5.1: Spam behavior using title element

It is known that the increasing number of words in the <title> will lead the Web
page to gain a heavier weight than it’s really deserve on different search engines. Figure
5.1 shows the spammers behavior using the (Arabic, English, and symbols) words in the

<title> element. The spam behavior stuff many keywords in the <title> element to

© Arabic Digital Library - Yarmouk University

increase the visibility in SERP. The threshold used is up to three duplications, if it

exceeds three, there is a downturn in terms of visibility (Wahsheh, et al, 2012a).

High number of images is another spam behavior discovered in spammed Arabic Web
pages to increase the rank of the spam Web page within the SERP. When the images are
used as hyperlinks, the spammers trick the users with the content of images, while when
users click on the images they get a spam Web pages which contradict to the desired
Web page. Figure 5.2 presents that the spammers use the images as hyperlinks

frequently, as and more than the non spam Web pages.
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Figure5.2: Spam behavior using images as a hyperlink

The spammers benefit from this spam behavior which considered as one of the
pay per click (PPC) marketing techniques, by attracting more users to click on these

spam images. So the spammers gain more revenues.
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Figure 5.3 shows another influence content-based feature, where the spammers

try to increase the length of Arabic words to increase the rank of spammed Web pages.
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Figure 5.3: Spam behavior using Average lengths of Arabic words

5.1.2 Link-based features extraction

We extract the link-based features using our Web page analyzer. We have found

difference of the spam factors using these features.

Figure 5.4 shows the distribution of the link-based features depending on the

spam behavior.
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Figure 5.4: Spam behavior using link-based features

While Figure 5.5 shows the distribution of the link-based features depending on

the non spam behavior.

Number of Links

Non Spam /Link-based features

Figure 5.5: Non spam behavior using link-based features

70

www.manaraa.com



© Arabic Digital Library - Yarmouk University

5.1.3 Cloaking features extraction

We also extract the cloaking features using our Web page analyzer. We should
note that if the difference result of the cloaking features is equal to zero, this means that
we have differences between the user browser version and the Web crawler version. So

the Web page under consideration is a spam Web page.

If we found that the cloaking features have negative numerical results, this
means that the Web crawler version has more content and links than the user browser
version. So this indicates that we have a spam behavior, with some exceptions for
external links and broken links. We need first to identify the thresholds that determine if
the difference between the two versions (the user browser version and the Web crawler
version) is significant to identify a spam behavior or not. The thresholds depend on the
contents/links of HTML elements, so if we have a duplicate in the content and high
number of additional links, this means that we reach the threshold. While if the
difference in the content/link features between the user browser version and the Web
crawler version does not has any duplication, or additional links. This means that we

have not reached the thresholds of a spam behavior.

High number of broken links and external links in the Web crawler version
means that the Web page will not get a high rank. This contradicts to the spam behavior
which tries to increase the rank of Web pages. So if we found that we have negative
numerical results with the broken links and external links in the cloaking features, this
means that we have non spam behavior. This may considered as an errors in designing

the Web pages by Web masters.

If the cloaking features have positive numerical results; this means that the user

browser version has more content/links than the Web crawler version. So we have a non

71

www.manaraa.com



© Arabic Digital Library - Yarmouk University

spam behavior, with some exceptions in external link and broken links. Increasing
number of broken links and external links in the user browser version means that the
version of the Web page that sent to the Web crawler does not contain the broken and
external links. So these Web pages get a higher rank than it really deserve. Thus, the

users will suffer from these links.

5.2 Apply the classifiers
In order to find the best Arabic content/link classification algorithms. Three

classifiers (given in Weka) on the content/link Web spam dataset were tested.

We have several evaluation metrics which validates classification algorithms,

such as:

1. Accuracy: Represents a fraction of training documents that assigned to the

correct class by the classifier (Baeza-Yates & Ribeiro-Neto, 2010 ).

2. Error: Represents a fraction of training documents that assigned to the

incorrect class by the classifier (Baeza-Yates & Ribeiro-Neto, 2010 ).

3. Precision (P): Represents a fraction of dividing the number of relevant
retrieved documents over the total number of retrieved documents (Witten &

Frank, 2005).

4. Recall (R): Represents a fraction of dividing the number of relevant retrieved
documents over the total number of relevant documents (Witten & Frank,

2005).

5. True Positive (7P): Represents the number of items correctly labeled as

belonging to the positive class (Witten & Frank, 2005).
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6. False Positive (FP): Represents the number of items correctly labeled as

belonging to the negative class (Witten & Frank, 2005).

7. F-measure: Is an accuracy measure that combine both the precision and

recall values. The traditional F-measure formula is:

F—Measure =———.......ccooiiiiiiiiiiiiin i S.)
P

Where P is the Precision; R is the recall (Baeza-Yates & Ribeiro-Neto, 2010 ).

8. Receiver Operating Characteristic (ROC), or ROC curve: This curve depicts
the performance of a binary classifier. It is plotting the fraction of True

Positives Rate vs. the fraction of the False Positives Rate.

5.2.1 Content-based classification results

Applying the Logistic Regression algorithm on the three spam percentage
groups yields accuracies of 98.0411%, 82.3529%, and 95.8333% respectively. The

results of the accuracies and errors are shown in the Table 5.1.

Table 5.1. Content-based L ogistic Regression Results

Spam per centage group Accuracy Error
2% spam group. 98.0411% 1.9589%
30% spam group. 82.3529% 17.6471%
40% spam group. 95.8333% 4.1667%

The results shown in Table 5.1 indicate that different percentages of spam with
the three different dataset groups have a significant impact on the accuracy of the

Logistic Regression classifier results.
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Afterward we applied the second classifier; K-NN on the three spam percentage
groups yields accuracies of 99.7293%, 85.2941%, and 95.8333% respectively. The

results of the accuracies and errors are shown in the Table 5.2.

Table 5.2. Content-based K-NN (IBK) results (K=1)

Spam per centage group Accuracy Error
2% spam group. 99.7083 0.2917%
30% spam group. 85.2941% 14.7059%
40% spam group. 95.8333% 4.1667%

The results shown in Table 5.2 indicate that different percentages of spam with
the three different dataset groups have a significant impact on the accuracy of the K-NN

classifier results.

Finally we applied the Decision Tree classifier on the three spam percentage
groups yield accuracies 0£99.7611%, 88.1188%, and 96.875% respectively. The results

of the accuracies and errors are shown in the Table 5.3.

Tableb.3. Content-based Decision Tree Results

Spam per centage group Accuracy Error
2% spam group. 99.7611% 0.2389%
30% spam group. 88.1188% 11.8812%
40% spam group. 96.875% 3.125%

Tables 5.2 and 5.3 show clearly that the spam dataset group with the spam
percentage of 2% achieved the highest results in detecting Arabic content-based Web

spam, and the best classifier is Decision Tree. While we found that the spam dataset
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group with the spam percentage of 30% achieved the lowest results in detecting Arabic

content-based Web spam.

Table 5.4 shows accuracy comparisons between three groups of spam
percentages of the dataset (2%, 30%, and 40%), with six previous Arabic content-based

studies.

Table 5.4. Comparison of the accuracy valuesfor content-based with six previous Ar abic content-

based studies
Classifier within group of spam True False | Precision | Recall | F-measure | ROC
per centages Positive | Positive
Rate Rate
Decision Tree (2%) in this study. 0.998 0.12 0.998 0.998 0.998 0.987

Decision Tree (30%) in this study. 0.881 0139 0.884 0.881 0.882 0.875

Decision Tree (40%) in this study. 0.969 0.013 0.972 0.969 0.969 0.983

K-NN (IBK) K=1 (2%) in this 0.997 0.136 0.997 0.997 0.997 1.0
study.
K-NN (IBK) K=1 (30%) in this 0.853 0.032 0.92 0.853 0.867 0.911
study.
K-NN (IBK) K=1 (40%).in this 0.958 0.017 0.964 0.958 0.959 0.971
study.
Logistic Regression (2%) in this 0.98 0.98 0.961 0.98 0.971 0.846
study.

Logistic Regression (30%) in this 0.824 0.038 0.912 0.824 0.842 0.935
study.

Logistic Regression (40%) in this 0.958 0.017 0.964 0.958 0.959 0.973
study.

K-NN K=1 (Wahsheh and Al-Kabi, 0.98 0.02 0.98 0.98 0.98 0.98
2011).
Decision Tree (Jarmah, ef al, 2011). 0.91 0.01 - - - -
Decision Tree (Al-Kabi, et al, 0.99 0.007 0.99 0.99 0.99 0.99
2011).
Decision Tree (Wahsheh, ef al, 0.98 0.003 0.99 0.99 0.99 0.99
2012b).
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Decision tree (15%) (Al-Kabi, ef al, 1 0 1 1 1 1
2012).
Decision Tree (Wahsheh, et al. 0.99 0.009 0.99 0.99 0.99 0.99

2012a).

Table 5.4 shows clearly the superiority of Decision Tree algorithm in general,

and especially within 2% spam percentage group, since it covers all content-based

features of spammed Web pages.

5.2.2 Link-based classification results

The Logistic Regression also used in this study to classify spam link-based

dataset. Using this classifier on the three spam percentage groups yields accuracies of

84.7924%, 79.3644%, and 76.5988% respectively. Table 5.5 shows the results of the

accuracies and errors.

Table5.5. Link based L ogistic Regression results

Spam per centage group Accuracy Error
2% spam group. 84.7924% 15.2076%
30% spam group. 79.3644% 20.6356%
40% spam group. 76.5988% 23.4012%

The results shown in Table 5.5 indicates that Logistic Regression really fails to

yield good accuracy results relative to the three spam percentage groups.

Applying the second classifier (K-NN) on the three spam percentage groups

yields accuracies 0f98.7174%, 99.7008%, and 95.8333%respectively. The results of the

accuracies and errors are shown in the Table 5.6.
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Tableb5.6. Link-based K-NN (1BK) results (K=1)

Spam per centage group Accuracy Error
2% spam group. 98.7174% 1.2826%
30% spam group. 99.7008% 0.2992%
40% spam group. 98.7664% 1.2336%

The results shown in Table 5.6 indicate that the different percentages of spam

with the three different dataset groups yields a high accuracy percentages to detect the

spam link-based.

Finally we applied the Decision Tree classifier on the three spam percentage

groups yields accuracies 0£99.8174%, 99.7041%, and 99.6647% respectively. Table 5.7

presents the detailed results of the accuracies and errors.

Table5.7. Link-based Decidon Treeresults

Spam per centage group Accuracy Error
2% spam group. 99.8174% 0.1826%
30% spam group. 99.7041% 0.2959%
40% spam group. 99.6647% 0.3353%

Table 5.6 and 5.7 show that the spam dataset group with the spam percentage of

2% achieved the highest results in detecting Arabic content-based Web spam, and the

best classifier is Decision Tree.

Table 5.8 shows accuracy comparisons between the three percentages groups of

spam (2%, 30%, and 40%), and previous Arabic link-based study.
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Table 5.8. Comparison of the accuracy valueswith previous Arabic link-based study

Dataset True False | Precision | Recall | F-measure | ROC
Positive | Positive
Rate Rate
Decision Tree (2%) in this study. 0.998 0.002 0.998 0.998 0.998 1.0
Decision Tree (30%) in this study. 0.997 0.003 0.997 0.997 0.997 1.0
Decision Tree (40%) in this study. 0.997 0.003 0.997 0.997 0.997 1.0
K-NN K=1 (2%) in this study. 0.998 0.002 0.998 0.998 0.998 1.0
K-NN K=1 (30%) in this study. 0.998 0.002 0.998 0.998 0.998 1.0
K-NN K=1 (40%) in this study. 0.998 0.002 0.998 0.998 0.998 1.0
Logistic Regression (2%) in this 0.848 0.513 0.834 0.848 0.828 0.822
study.
Logistic Regression (30%) in this 0.794 0.307 0.793 0.794 0.784 0.823
study.
Logistic Regression (40%) in this 0.766 0.289 0.766 0.766 0.76 0.823
study.
Decision Tree (Wahsheh, et al, 0.91 0.08 0.92 0.91 0.91 0.98
2012c).
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Table 5.8 shows the superiority of the Decision Tree when used 2% spam

percentages.

5.2.3 Cloaking classification results

The Logistic Regression is also applied on the three spam percentage groups to
classify cloaking dataset. Applying it on the three spam percentage groups yield
accuracies of 97.9933%, 87.3737%, and 86.1644% respectively. Table 10 shows the
results of the accuracies and errors of using Logistic Regression within cloaking

spammed Web pages.
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Tableb5.9. Cloaking L ogistic Regression results

Spam per centage group Accuracy Error
2% spam group. 97.9933% 2.0067%
30% spam group. 87.3737% 12.6263%
40% spam group. 86.1644% 13.8356%

The results shown in Table 5.9 indicate that we have not good percentages to
detect the spam cloaking, on the three different percentages of spam. Table 5.10 shows
the accuracy and error results of applying K-NN on the cloaking dataset. Applying the
K-NN on the three spam groups, yield accuracy results of 98.3437%, 96.1014%, and

89.4434% respectively.

Table 5.10. Cloaking K-NN (IBK) results (K=1)

Spam per centage group Accuracy Error
2% spam group. 98.3437% 1.6563%
30% spam group. 96.1014% 3.8986%
40% spam group. 89.4434% 10.5566%

The results shown in Table 5.10 indicate that the three percentage groups of

spam dataset gain a high percentage to detect Arabic link-based spammed Web pages.

Finally we applied the Decision Tree classifier on the three different percentages
of spam, and it yields accuracies of 99.8174%, 96.1014%, and 89.4434% respectively.

Table 5.11 shows the results of accuracies and errors.
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Table5.11. CloakingDecison Treeresults

Spam per centage group Accuracy Error
2% spam group. 99.8174% 0.1826%
30% spam group. 96.1014% 3.8986%
40% spam group. 89.4434% 10.5566%

Table 5.11 shows the superiority of the Decision Tree when used the spam

percentage of 2%.

In our spam dataset, we were considering the Web pages as a cloaking type if
the Web page has a cloaking behavior in any of its HTML elements. Although the
results showed superiority in detecting cloaking with the Decision Tree, when used the
spam group of percentage 2%. It is not appropriate to extract the rules from the Decision
Tree, due we need to make a check of every HTML element if it uses cloaking behavior

or not. So we need to use all the rules not only the rules of the Decision Tree.

5.2.4 Content/link classification results

The vast majority of Arabic spam Web pages used a content-based techniques
only, while other Arabic spam Web pages used the link-based techniques only.
However there are Arabic spammed Web pages used both content and link spam
techniques, so this need to combine the content and link features to detect these

spammed Web pages which adopts both content and link spam techniques.

Therefore we present this section in order to detect the rules of Arabic

content/link based Web spam, to improve the Arabic spam detection techniques.

We also applied the Logistic Regression with the content/link dataset on the

three different percentages of spam, and it yields accuracies of 75.5894%, 70.2168%,
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and 67.3343% respectively. The results of accuracies and errors are shown in the Table

5.12.

Table5.12. Content/link L ogistic Regression results

Spam per centage group Accuracy Error
2% spam group. 75.5894% 24.4106%
30% spam group. 70.2168% 29.7832%
40% spam group. 67.3343% 32.6657%

The results shown in Table 5.12 indicate that we have bad results to detect the

content/link spam Web pages, through the three different groups with different spam

percentages. Then as shown in Table 5.13 we applied the second classifier; K-NN,

which yields an accuracy of 85.9931%, 86.9716%, and 88.2702% respectively. Table

5.13 shows the results of accuracies and errors.

Table 5.13. Content/link K-NN (1BK) results (K=1)

Spam per centage group Accuracy Error
2% spam group. 85.9931% 14.0069%
30% spam group. 86.9716% 13.0284%
40% spam group. 88.2702% 11.7298%

The results shown in Table 5.13 indicate that three different groups with

different spam percentages achieved good results to detect the spam content/link Web

spam.

Finally we applied the Decision Tree classifier on the spam dataset with three

different groups with different spam percentages, and yielded 98.2422%, 97.0891%,

and 96.7218% respectively. Table 5.14 presents the results of accuracies and errors.
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Table5.14. Content/link Decision Treeresults

Spam per centage group Accuracy Error
2% spam group. 98.2422% 1.7578%
30% spam group. 97.0891% 2.9109%
40% spam group. 96.7218% 3.2782%

Table 5.14 shows the superiority of Decision Tree on a 2% spam dataset group.
While Table 5.15 presents accuracy comparisons between three percentage groups of
spam dataset (2%, 30%, and 40%) and shows the superiority of the Decision Tree when

applied on 2% spam dataset group.

Table 5.15. Comparison of the accuracy values for content/link

© Arabic Digital Library - Yarmouk University

Dataset True False | Precision | Recall | F-measure | ROC
Positive | Positive
Rate Rate

Decision Tree (2%) in this study. 0.98 0.18 0.98 0.98 0.98 0.89
Decision Tree (30%) in this study. 0.97 0.26 0.97 0.97 0.96 0.85
Decision Tree (40%) in this study. 0.96 0.27 0.96 0.96 0.96 0.84
K-NN K=1 (2%) in this study. 0.86 0.17 0.92 0.86 0.88 0.87
K-NN K=1 (30%) in this study. 0.87 0.42 0.91 0.87 0.88 0.83
K-NN K=1 (40%) in this study. 0.88 0.26 0.91 0.88 0.89 0.81
Logistic Regression (2%) in this 0.75 0.47 0.87 0.75 0.80 0.70

study.
Logistic Regression (30%) in this 0.70 0.43 0.86 0.70 0.75 0.69

study.
Logistic Regression (40%) in this 0.67 0.42 0.85 0.67 0.73 0.69

study.
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5.3 Rules extraction

In the previous section, we found that the Decision Tree with (2%) spam
percentage is the best to detect the Arabic Web spam types; content-based, link-based,

cloaking, and content/link.

We extract the rules of the Decision Tree for every spam type then we use the
Java programming language to build the Arabic content/link Web spam detection

system.

5.3.1 Theprogramming language

We used the Java programming language to build the Arabic content/link Web

spam detection system, depending on the extracted rules of Decision Tree.

Java programming language provides many libraries, with high performance to
analyze the HTML elements. Therefore we use it to include all the tasks needed to build

our system.

Figure 5.6 shows about tab of our Arabic content/link Web spam detection

system.
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8 Arabic content/link Web spam detection system
File Datsbase About

This is Arabic ContentfLink Web Spam Detection System, developed For the thesis entitled ;
TOWARDS BUILDING ARABIC WEB SPAM DETECTION SYSTEM
STUDENT: HEIDER &HMAD WaHSHEH

MASTER CF COMPLUTER IMFORMATICN SYSTEMS
Superyised By: Dr. Mohammed Al-Kabi

Figure5.6: About interface of Arabic content/link Web spam detection system

5.3.2 Arabic content Web spam detection system

We found that the Arabic content-based Web spam can be detected by using the
best content-based features which categorize it into six categories. The best categories
compose the rules which were extracted from the Decision Tree when applied on (2%)

spam percentage group.
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Each category contains the following features:

1. The first category contains one content-based feature which checks if we
have a number of meaningless (Arabic/English) in the HTML elements

that can present the duplication or keywords stuffing techniques.

2. The second category check if we face a key stuffing technique, where the

following two parameters are computed:

2.1 Compute the difference between the total number of Arabic/English
words inside the <body> element, and the total number of unique

Arabic/English words inside the <body> element. If the results
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greater than or equal two third of the total number of Arabic/English
words inside <body>. This means that we have spam behavior.

2.2 Compute the difference between the total number of Arabic/English
words inside a specific Web page, and the total number of unique
Arabic/English words inside a specific Web page. If the results are
greater than or equal two third of the total number of Arabic/English
words inside a specific Web page. This means that we have spam
behavior.

3. The third category contains a number of content-based features such as:
the number of Arabic popular words, the size of compression ratio (in
Kilo bytes), page size (in Kilo bytes), the maximum Arabic/English word
length inside (<body>, or a specific Web page), the size of hidden text (in
Kilo bytes), and the total number of images. Figure 5.7 presents the third
category of content-based rule using Decision Tree on (2%) spam

percentage group.

Number of Arabic popular words <= 22

| Size of compression ratio <= 7.831862

| | page size (Kilo bytes) <= 11021

| | | Maximum Arabic/English word length inside a specific Web page <= 27
| | | | Size of compression ratio <=4.402923

| | | | | Sizeofhidden text <= 72: spam

| | | | | Sizeofhidden text > 72: non spam

| | | | Size of compression ratio > 4.402923: non spam

| | | Maximum Arabic/English word length inside a specific Web page > 27: spam
| | page size (Kilo bytes) > 11,021: non spam

| Size of compression ratio > 7.831862

| | Maximum Arabic/English word length inside a specific Web page <= 9: spam
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| | Maximum Arabic/English word length inside a specific Web page > 9: non spam
Number of Arabic popular > 22
| Number of images <= 159: spam

| Number of images > 159: non spam

Figure5.7: Content-based rules of the third category using Decision Tree on (2%)

spam percentage group.

4. The fourth category contains many content-based features as follows: the
maximum Arabic word length inside (<body>, or a specific Web page),
the average lengths of Arabic/English words inside the (<body>, or a
specific Web page), the average lengths of Arabic words inside the
(<body>, or a specific Web page), maximum Arabic/English word length
inside a specific Web page, total number of characters of the symbols in
all <Meta>, average length of English words inside a specific Web page,
average length of Symbol words inside a specific Web page, number of
unique Symbol words inside a specific Web page, and number of English
popular words. Figure 5.8 presents the fourth category of the content-
based rules which were extracted from Decision tree (2%) with many

considerations.

Maximum Arabic word length inside a specific Web page <= 52

| Maximum Arabic/English word length inside <body> <= 5.401695

| | Average length of Arabic words inside the <body> <= 5.416667

| | | Average lengths of Arabic/English words inside the <body> <= 5.243781: non spam
| | | Average length of Arabic words inside the <body> > 5.243781

| | | | Maximum Arabic/English word length inside a specific Web page <= 20: spam

| | | | Maximum Arabic/English word length inside a specific Web page > 20: non spam
| | Average lengths of Arabic words inside a specific Web page > 5.416667: spam

| Average lengths of Arabic/English words inside the <body> > 5.401695
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| | Number of characters of the symbols in all <Meta> <= 26

| | | Average length of English words inside a specific Web page <= 5.423879

| | | | Maximum Arabic/English word length inside a specific Web page <= 9: spam

| | | | Maximum Arabic/English word length inside a specific Web page > 9: non spam

| | | Average length of English words inside a specific Web page > 5.423879

| | | | Average length of Symbol words inside a specific Web page <= 25.346215: non spam

| | | | Average length of Symbol words inside a specific Web page <= 25.346215: non spam >
25.346215

| | | | | Number of unique Symbol words inside a specific Web page <= 140

| | | | | | Number of English popular words <= 2: non spam

| | | | | | Number of English popular words > 2: spam

| | | | | | Number of unique Symbol words inside a specific Web page > 140: non spam
| | Number of characters of the symbols in all <Meta> > 26

| | | | Number of unique Symbol words inside a specific Web page <= 12: spam

| | | | Number of unique Symbol words inside a specific Web page > 12

| | | | Number of English popular words <=4

| | | | | Maximum Arabic/English word length inside a specific Web page <= 20: non spam
| | | | Maximum Arabic/English word length inside a specific Web page > 20: spam

| | | | Number of English popular words > 4: non spam

Maximum Arabic word length inside a specific Web page > 52: spam
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Figure 5.8: Content-based rules of the fourth category using Decision Tree on (2%)

spam percentage group.

5. The fifth category contains other influential content-based features as
follows: number of images-links inside a specific Web page, maximum
symbol word length inside a specific Web page, number of
Arabic/English words inside <title>, compressed files inside a specific
Web page, number of English characters inside <Meta>, number of
English characters inside a specific Web page, number of characters of
the symbols in all <Meta>, and the number of unique symbol words

inside a specific Web page.
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Figure 5.9 shows a fifth category of the content-based rules were extracted

using Decision Tree on (2%) spam percentage group.

Number of images-links inside a specific Web page <= 13

| Maximum Symbol word length inside a specific Web page <= 49

| Number of Arabic/English words inside <title> <=9

| Number of images-links inside a specific Web page <= 3

| | Compressed files inside a specific Web page <= 1,771

| | | Number of English characters inside <Meta> <= 28

| | | | Number of Arabic/English words inside <title> <= 4: spam

| | | | Number of Arabic/English words inside <title> > 4: non spam

| | | Number of English characters inside <Meta> > 28: non spam

| | Compressed files inside a specific Web page > 1,771

| | | Number of English characters inside a specific Web page <= 660

| | | | Number of symbol characters inside <Meta> <= 35

| | | | | Number of Arabic/English words inside <title> <= 4: non spam
| | | | | Number of Arabic/English words inside <title> > 4

| | | | | | Number of Arabic words inside <title> <= 4

| | | | | | | Number of Arabic/English words inside <title> <= 6: spam
| 1 1 | | | | Number of Arabic/English words inside <title>> 6: non spam
| | | | | | Number of Arabic words inside <title>> 4: non spam

| | | | Number of symbol characters inside <Meta> > 35

| | | | | Number of Arabic/English words inside <title> <= 5: spam

| | | | | Number of Arabic/English words inside <title>> 5: non spam

| | | Number of symbol characters inside <Meta> > 660

| | | | Number of symbol characters inside <Meta> <= 2006

| | | | | Number of Arabic/English words inside <title> <= 5: non spam
| | | | | Number of Arabic/English words inside <title> > 5: spam

| | | | Number of English characters inside a specific Web page > 2006: non spam
| Number of images-links inside a specific Web page > 3

| | Number of Arabic/English words inside <title> <= 6: spam

| | Number of Arabic/English words inside <title>> 6: non spam
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Number of images-links inside a specific Web page > 13
| Number of unique symbol words inside a specific Web page <= 25: spam

| Number of unique symbol words inside a specific Web page > 25: non spam

| Number of Arabic/English words inside <title> >9

| | Number of English characters inside a specific Web page <=21: non spam

| | Number of English characters inside a specific Web page > 21: spam
Maximum symbol word length inside a specific Web page > 49

| Number of unique symbol words inside a specific Web page <= 10

| | Maximum symbol word length inside a specific Web page <= 81: non spam
| | Maximum symbol word length inside a specific Web page > 81

| | | Number of Arabic/English words inside <title> <= 4: spam

| | | Number of Arabic/English words inside <title> > 4: non spam

| Number of unique symbol words inside a specific Web page > 10: non spam

Figure 5.9: Content-based rules of the fifth category using Decision Tree on (2%)

spam percentage group

6. The sixth category contains the last influence content-based features as
follows: number of <Meta> elements inside a specific Web page, number
of characters within the URL, number of Arabic/English characters inside
a specific Web page, average lengths of Arabic/English words inside a
specific Web page, average length of Arabic words inside a specific Web
page, number of <Meta> elements inside a specific Web page, number of
Arabic words in each <Meta> elements, number of Arabic characters
inside <Meta>, number of Arabic/English characters inside <Meta>,

number of Arabic/English characters inside a specific Web page.

Figure 5.10 presents the sixth category of the content-based rules using

Decision Tree on (2%) spam percentage group.
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Number of <Meta> inside a specific Web page <= 10

| Number of characters within the URL <= 20

| Number of characters within the URL <= 18

Number of Arabic/English characters inside a specific Web page <= 14

Number of characters within the URL <= 17

| Average length of Arabic/English words inside a specific Web page <= 8.101795: non spam
| Average length of Arabic/English words inside a specific Web page > 8.101795: spam
Number of characters within the URL > 17

| Average length of Arabic words inside a specific Web page <= 6.040346

| | Average length of Arabic/English words inside a specific Web page <= 14.197389

non spam

| Number of characters with the URL > 18: spam

Number of characters with the URL > 20: non spam

Number of Arabic/English characters inside a specific Web page > 14
| Number of characters with the URL <= 65: spam

| Number of characters with the URL > 65: non spam

| | Average length of Arabic/English words inside a specific Web page > 14.197389
| | | Number of Arabic/English characters inside <Meta><= 57: spam
| | | Number of Arabic/English characters inside <Meta>> 57: non spam

| Average length of Arabic words inside a specific Web page > 6.040346: non spam

Number of <Meta> inside a specific Web page <= 2: non spam

Number of <Meta> inside a specific Web page > 2

Average length of Arabic/English words inside a specific Web page <= 6.630199

| Number of Arabic characters in each <Meta> <= 0: spam

| Number of Arabic characters inside <Meta>> 0: non spam

Average length of Arabic/English words inside a specific Web page > 6.630199

| Average length of Arabic words inside a specific Web page <= 5.863636: non spam
| Average length of Arabic words inside a specific Web page > 5.863636

| | Average length of Arabic/English words inside a specific Web page <= 7.586346:

| | Average length of Arabic/English words inside a specific Web page > 7.586346
| | | Number of characters with the URL <= 89: spam

| | | Number of characters with the URL > 89: non spam
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Number of <Meta> inside a specific Web page > 10
| Number of Arabic/English characters inside <Meta><= 26: spam

| Number of Arabic/English characters inside <Meta>> 26: non spam

Figure 5.10: Content-based rules of the sixth category using Decision Tree on (2%)

Spam percentage group

The Figure 5.11 shows the algorithm of Arabic content-based Web spam

detection. The algorithm used the six content-based rules (mentioned in 5.3.2)

Algorithm | Arabic Content-based Web spam Detection System.

Input: List of URLs in (ContentbasedURI.txt), or list of URLS the database stored in the
system.

Output: Table of the URLswith the decision as a (spam/ Non spam).

BEGIN

Open ContentbasedURI.txt or Database

While Not EOF (ContentbasedURI.txt)
Read the URL of Web page
Download a Web page.
Call content-based Web spam detection algorithm.
Call First category of the Content-based Rules.
Call second category of the Content-based Rules.
Call third category of the Content-based Rules.
Call fourth category of the Content-based Rules.
Call fifth category of the Content-based Rules.
Call sixth category of the Content-based Rules.
Make a decision of non spam/ or true percentage of spam.

END WHILE

END

Figure5.11: Arabic content-based Web spam detection system
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5.3.3 Arabic link Web spam detection system

Depending on the rules which were extracted from the Decision Tree when

applied on (2%) spam percentage group, we found that the Arabic link-based Web spam

can be detected by using best link-based features (not all features which were extracted

through link-based Web analyzer). The following link-based features considered as a

best link-based features: number of characters within the URL, number of empty link

text, number of external links, number of broken links, number of internal links, number

of redirected links.

Figure 5.12 presents the link-based rules using Decision Tree applied on (2%)

spam percentage group.

Number of characters within the URL <= 28

| Number of empty link text <=0

| Number of internal links <= 17

Number of external links <=1

| Number of broken links <= 11

| | Number of internal links <=9

| | | Number of internal links <=3

| | | | Number of internal links <= 0: non spam
| | | | Number of internal links > 0: spam

| | | Number of internal links > 3: non spam

| | Number of internal links > 9: spam

| Number of broken links > 11: non spam

Number of external links > 1: spam

| Number of internal links > 17: non spam

| Number of empty link text > 0: non spam

Number of characters within the URL > 28

| Number of internal links <=1

| | Number of redirected links <=0

92

www.manaraa.com



© Arabic Digital Library - Yarmouk University

| | | Number of internal links <= 0: non spam

| | | Number of internal links > 0

| | | | Number of characters within the URL <= 41: non spam
| | | | Number of characters within the URL > 41: spam

| | Number of redirected links > 0: spam

| Number of internal links > 1: non spam

Figure 5.12: Link-based rules using Decision Tree applied on (2%) spam

percentage group

Figure 5.13 presents the algorithm of Arabic link-based Web spam detection.

Algorithm | Arabic Link-based Web spam detection system.

Input: List of URLsin (LinkbasedURL.txt), or list of URL sthe database stored in the system.

Output: Table of the URLswith the decision.as a (spam/ Non spam).

BEGIN
Open LinkbasedURI.txt or Database
While Not EOF (LinkbasedURI.txt)
Read the URL of Web page
Download a Web page.
Call link-based Web spam detection algorithm.
Call Link-based Rules.
Make a decision of non spam/ or true percentage of spam.
END WHILE

END

Figure 5.13: Arabic link-based Web spam detection system

5.3.4 Arabic content/link Web spam detection system

Using the rules which extracted from the Decision Tree (2%) spam percentage,
for the content-based and link-based, we merge the two algorithms and built the Arabic

content/link Web spam detection system.
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The Figure 5.14 shows the algorithm of Arabic content/link-based Web spam

detection system.

Algorithm | Arabic content/link-based Web spam detection system.

Input: List of URLsin (ContentLinkbasedURI.txt), or list of URLsthe database stored in the
system.

Output: Table of the URLswith the decision as a (spam/ Non spam).

BEGIN
Open ContentLinkbasedURI.txt or Database
While Not EOF (LinkbasedURI.txt)
Read the URL of Web page
Call content-based Web spam detection algorithm.
Call link-based Web spam detection algorithm.
Make a decision of non spam/ or true percentage of spam.
END WHILE

END

Figure 5.14: Arabic content/link-based Web spam detection system

5.3.5 Arabic cloaking Web spam detection system

The results of the classified cloaked Web pages recommended that it is
necessary to check every cloaking feature in the Web page, when we want to detect the

cloaking behavior.

To extract all the cloaking features we need to extract all content/link features
then find the difference between the two copies (user browser and Web crawler) of the

cloaked Web page.

As we mentioned in section 5.1.3 (Cloaking features extraction), the cloaking features

numerical values determine if we have a spam behavior or not.
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The algorithm of Arabic cloaking Web spam detection system is too long, so we

summarize the main steps of it, as shown in Figure 5.15.

‘Spam Dataset

1
! Web Pages in the User |
1 Browser

Link - based Content - based
Features Features

Complete

Features (X) ::

i Web Pages in the Web

Link - based Content - based
Features Features

Complete
Features (Y)

&{b' Cloaking Features

YES

@ Not Spam

Under considerations

NO

|
O)

Spam

Under considerations

®

Figure 5.15: Main steps to detect Arabic cloaking Web spam
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CHAPTER SIX

EVALUATION RESULTS

In this chapter we will evaluate all types of our Arabic content/link Web spam

detection system, by using Decision Tree classifier.

We used 23,000 Arabic Web pages of our Web spam dataset as training dataset.
The rules of the best classifier (the Decision tree) when the spam percentage 2% were
extracted. Beside our training spam dataset we used around 5,000 Arabic spam and non
spam Web pages as a test dataset. The test dataset labeled as spam and non spam. We
use it to evaluate the effectiveness and performance of our Arabic content/link Web
spam detection system. Then we used the Weka for the second time (the first time was
in section 5.2 Apply the classifiers), and applied the Decision Tree classifier to evaluate
our Arabic content/link Web spam detection system. Figure 6.1 shows the main menu of

Arabic content/link Web spam detection system.
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Figure 6.1: Main menu of Arabic content/link Web spam detection system
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6.1 Evaluating Arabic content-based Web spam detection system

We used 5,000 spam and non spam Web pages as test dataset to evaluate the
Arabic content-based Web spam detection system. The results of testing our Arabic
content-based Web spam detection system yields an accuracy of90.1099% in detecting
content-based Web spam. Figure 6.2 shows the running of Arabic content-based Web

spam detection system.
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Figure 6.2: Running Arabic content-based Web spam detection system
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Figure 6.3 presents an evaluation process of our Arabic content-based web spam

detection system.

File Datsbase About
| 1Urls Extrackor | Decision Maker |

Decision Type:

| Content-Based Spam
Url I_Z)eci_siup

http:fidir. mobistall.netshow 29750, html Spam &30, 0%:

Jhttp: bk al3z, comfmusic/Singers/Save /mp3 43, himl Spam &0, 0%: W

htkp: oo &b comfmusic/ Singer s-45/ Mon3pam

(hkEp: e alar abiva, net MonSpam

JhEEp: e ju. edu Jjofarabichome. aspx MonSpam

“hitkp: /e .mobe . gov, jo/Mohe/tabid{35/language/ar-10y... [NonSpam

REEp: U, edu.jo MonSpam

[ finalyze Ji Refresh DB E[ Close J

Figure 6.3: Evaluation process of Arabic content-based Web spam detection system
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Table 6.1 presents the detailed evaluation results’ of our Arabic content-based
Web spam detection system, with accuracy, error, True Positive Rate, False Positive

Rate, Precision, Recall, F-Measure, and Receiver Operating Characteristic (ROC).

Table 6.1. Evaluation results of Arabic content-based Web spam detection system

Test True False
Dataset Accur acy Error Positive | Positive | Precision | Recall | F-Measure | ROC
Rate Rate
Spam - - 0.974 0.525 0.915 0.974 0.944 0.882
Non spam - - 0.475 0.026 0.76 0.475 0.585 0.882
All 90.1099% | 9.8901% - - - - - -
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6.2 Evaluating Arabic link Web spam dtection system

We used the same test dataset which consists of 5,000 Arabic Web pages to
evaluate the Arabic link-based Web spam detection system. Arabic link-based Web
spam detection system yields 93.1034% accuracy in detecting link-based Web spam.
Figure 6.4 shows the evaluations process of our Arabic linked-based Web spam

detection system.
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Figure 6.4: Evaluation process of our Arabic link-based Web spam detection
system

Table 6.2 shows the detailed evaluation results’ of our Arabic link-based Web

spam detection system.

Table 6.2. Evaluation results of Arabic link-based Web spam detection system

Test True False
Dataset Accuracy | Error Positive | Positive | Precision | Recall | F-Measure | ROC
Rate Rate
Non spam - - 0.945 0.333 0.981 0.945 0.963 0.879
All 93.1034% | 6.8966% - - - - - -
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6.3 Evaluating Arabic cloaking Web spam detection system

We used the same test dataset which consists of 5,000 Arabic Web pages to
evaluate the Arabic cloaking Web spam Detection System; the results yields 94.1606%
accuracy in detecting cloaking Web spam. Figure 6.5 shows the evaluation process of

our Arabic cloaking Web spam detection system.
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Figure 6.5: Evaluation process of Arabic cloaking Web spam detection system

The detailed evaluation results of Arabic Cloaking Web spam are shown in

Table 6.3.
Table 6.3. Evaluation results of Arabic cloaking Web spam detectin system
Text True False
Accuracy | Error Positive | Positive | Precision | Recall | F-Measure | ROC
Dataset
Rate Rate
Spam - - 0.929 0.045 0.956 0.929 0.942 0.995
Non spam - - 0.995 0.071 0.928 0.955 0.941 0.995

All 94.1606% | 5.8394% - - - - - -
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6.4 Evaluating Arabic content/link Web spam detection system

to evaluate our Arabic content/link Web spam Detection System. Where the system

yields 89.011% accuracy in detecting content/link Web spam. The full results are shown

Finally we used the same test dataset which consists of 5,000 Arabic Web pages

in Table 6.4.
Table 6.4. Evaluation Arabic content/link Web spam results
Test True False
Accuracy | Error Positive | Positive | Precision | Recall F-Measure | ROC
Dataset
Rate Rate
Spam - - 0.966 0.55 0.911 0.966 0.938 0.9
Non spam - - 0.45 0.034 0.692 0.45 0.544 0.9
All 89.011 % | 10.989% - - - - - -
6.5 Comparision between all types of Arabic content/link Web spam detection system
From the above subsections, we found that the Arabic cloaking detection system
yields more accurate results than the other systems. Because the Arabic cloaking
detection system monitors all cloaking features in the Web pages. Table 6.5 shows the
comparisons of the Accuracy values between all types of spam in our Arabic
content/link Web spam Detection System.
Table 6.5. Comparison between the accuracy valuesfor all spam types
Test Dataset True False | Precision | Recall | F-measure | ROC
Positive | Positive
Rate Rate
Content-based 0.901 0.452 0.893 0.901 0.891 0.882
Link-based 0.931 0.139 0.951 0.931 0.939 0.879
Cloaking 0.942 0.058 0.942 0.942 0.942 0.955
Content/link 0.89 0.47 0.87 0.89 0.88 0.9
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Table 6.5 shows the superiority of the Arabic cloaking Web spam detection
system relative to others. Followed by link-based, then content-based, and the

content/link Arabic Web spam detection system respectively.

We have several performance measurements to evaluate the results of this thesis,

such as:

1. Kappa statistic (KS): is the statistical measure that explains the reduction in
errors compared to the errors of a completely classification random (Witten &
Frank, 2005).

2. Mean Absolute Error (MAE): the mean absolute error measures how the
predictions are close to the actual outcomes (Witten & Frank, 2005).

3. Root Mean Squared Error (RMSE): is a measure of the differences between
estimated values and actual values. It is related to the error variance or standard
deviation. If RMSE is closer to zero, the prediction is considered good (Al-Kabi,
etal,2012).

4. Root Absolute Error (RAE): is the error prediction which presents a percentage
error of a simple prediction model (Al-Kabi, et al, 2012).

5. Root Relative Squared Error (RRSE): is relative to what it would have been if a
simple predictor had been used. It is obtained by taking the square root of the

Relative squared error (Al-Kabi, et al, 2012).
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Table 6.6 presents the comparisons of the performance measurements for all

Arabic Web spam types.

Table 6.6. Performance measurementsfor all Arabic Web spam types

Types of Arabic KS MAE RMSE RAE RRSE
Web spam
Content-based 0.5319 0.1763 0.2856 62.8516% 80.1697%
Link-based 0.4654 0.0946 0.2586 72.6001% 115.2463%
Cloaking 0.8832 0.0527 0.2188 10.5366% 43.7482%
Content/link 0.4861 0.1639 0.2785 58.4385% 78.1673%

Table 6.6 presents clearly the effectiveness of our Arabic content/link Web spam
Detection System in detecting all Arabic Web spam types, cloaking type in particular

with the highest values for all Performance measurements used.
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CHAPTER SEVEN

CONCLUSIONSAND FUTURE WORK

This chapter is divided into two sections. The first represents the conclusions of

this thesis, while the second section represents the future work.

7.1 Conclusions

The continuous expansion of the Internet, lead to increase in the number of
challenges to Web search companies to offer relevant and high quality Arabic
information to its Arab users. So to accomplish their goals the Web sites owners attempt
to adopt legal and illegal ways to lets their Web pages rank higher than they deserve in

the SERP, to gain more users, and more revenues.

Web spamming or spamdexing is defined as any illegal manipulation that violate
the SEO tips on the content, link structure, or some other features of the Web
documents to mislead the ranking algorithms of search engines to be at the top 10 of
SERP, or gain the highest possible rank for their Web pages. The spammers used

spamming techniques in Arabic Web pages, which usually represents bad quality Web

pages.

Three main Web spam types were studied in this thesis: Arabic content-based,
Arabic link-based, and Arabic cloaking Web spam. The main goal of this study is to
solve the Arabic Web spam detection problem. We discussed the relation between the
Arabic Web spam types. In this thesis a larger Arabic content/link based spam dataset

relative to those used in our previous studies was built and used. This large dataset
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contains 28,000 Arabic spam Web pages which were collected through an enhanced
embedded Web crawler. The spam dataset is divided into two parts; training dataset
which consists of 23,000 Web pages used to build Arabic content/link Web spam
detection system, and test dataset which consists of 5,000 Web pages used to evaluate
Arabic content/link Web spam detection system. We built Arabic Web spam analyzer
which extracts a larger number of features for content-based, link-based, and cloaking

features.

The extracted features used by three classification algorithms to identify the best
algorithm to detect the Arabic content/link Web spam. The rules of Decision Tree were
extracted with 2% percentage group spam dataset, which is considered as the best
algorithm to detect the Arabic content/link Web spam. Then we evaluated the Arabic
content/link Web spam detection system, using test dataset that contains around 5,000

Web pages, and we gained good results for all Arabic Web spam types.

This thesis presented novel Arabic content/link Web spam detection system,
which capable to detect three main types of Arabic Web spam. The system was
implemented and tested on the Arabic spam dataset, and yields good results that would
save the time of Arabic users, efforts, and help to retrieve the relevant results that satisfy

their needs.

The proposed Arabic Web spam detection system is characterize by its
flexibility, since we can increase the number of Web pages in the spam dataset, using
the same methodology steps, and extract the new rules of the best Arabic Web spam
detection algorithm. Then used the test dataset to evaluate the efficiency of the new

rules.
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7.2 Future work

We plan to extend this work in the future to include the following three areas:

1. Enhancing this work by including all the challenges of spam factors that

influence the reputable Web pages and link popularities.

2. Detecting the spam techniques in the social networks, such as: FaceBook,
YouTube, Google + and Twitter. As they are attracting more and more

internet users, and they are targets for spammers.

3. Studying and investigating the detection of the malicious links in Arabic
spammed Web pages. Malicious links usually combines between Web
spam techniques and Web security issues particularly malware types

(Worms and Viruses).
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